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1 UICXO/JHBIE TAHHBIE U KOHEUHBIN PE3YJIBTAT U3YYEHUS JUC-
HUITJINHBI

1.1 Ieapb u3yyeHusi AMCHUATIIAHBI

OCHOBHOM LIE€TIBI0 U3YYEHUS AUCIUIUIMHBI SBJSIETCS CHOPMHUPOBATH Y CTYJIEHTOB
KOMITIETEHIIMU, CBSI3aHHBIE CO 3HAHMEM W MOHMMAaHHEM KJIACCHYECKUX OCHOBBI OIepa-
uoHHBIX cucteM (OC), UX apXUTEKTypa, ANTOPUTMBI U METO/bI, IPUMEHSIEMbIE MTPU UX
paspabotke; uzydarorcss OC cemeiictBa UNIX/Linux u np. 3nanue OC crocoOcTByeT
CTAaHOBJICHHIO 3PEJIOTO MBIIUICHHUS MPOTPAMMHUCTA, XOPOIIEMY 3HAHHUIO CETEBBIX TEX-
HOJIOTHH ¥ MPOTOKOJIOB, BUPTYAIBHBIX MAITUH, METOJ0B COBPEMEHHOTO TTPOTPaAMMHPO-
BaHMs. [loroTOBKA BBIMTYCKHUKOB K PEIICHUIO 3a]1a4d MPOU3BOJICTBEHHOM W TEXHOJIO-
TUYECKON JeATEeILHOCTH Ha MPOodheCCHOHATRFHOM YPOBHE, BKIIIOYAs: pa3padOTKy U MpH-
MEHCHHE aJTOPUTMUYECKUX M MPOTPAMMHBIX PEIICHUN B 00JaCTH CUCTEMHOTO U MPH-
KJIATHOTO MPOTPaMMHUPOBAHUS, COBPEMEHHBIX S3BIKOB MPOTPAMMHUPOBAHHUS, SI3BIKOB 0a3
JAHHBIX, JIEKTPOHHBIX OMOJIMOTEK U MTAKETOB MPOTPAMM, CETEBBIX TEXHOJIOTHA. .

1.2 3agaun IMCHHUILITHHBI

OCHOBHBIMM 337]a4aMH U3yUYCHUSI TUCHUTUTUHBI SIBISIOTCS:

1. Hayuutbest ucnonb3oBaTh omnepaimoHHyio cucremy (OC) kak miatdopmy
(cpeny) 1uist peau3aiyy MPUKIAIHBIX IPOTPaMM;

2. Hayuuthcsi opraHM30BBIBaTH B3aUMOJICUCTBHE MPOIECCOB, pabOTAIONINX B
MHoro3agagaou OC;

3. U3yunTth otnenpHble PyHKIUU U nojacucteMsl OC;

4. Uzyunts nopsaok B3aumoaenctBuss OC ¢ MOJb30BATENSIMH M alllapaTHbIM
o0ecreyeHueM.

1.3 Mecto aucuumiudbl B cTpyktype OIl BO

Jucuumnaa «OneparuoHHbIE CUCTEMbBI BBICOKOMPOU3BOIUTEIBHBIX BBIYUCITHU-
TEJbHBIX CUCTEM» OTHOCHUTCA K 4acTH, (popMupyeMoi ydyacTHUKaMU 00pa3oBaTEIbHbIX
oTHOIIeHUN bioka 1.

1.4 O6beM AMCHUNJIMHBI M BUJbI Y4eOHO# padoThl

O0beM TUCHUIUTMHBI (MOJIYJIS) B 3aYETHBIX €AMHHUIIAX C YKa3aHUEM KOJIMUeCTBa
aKaJIeMUYECKUX YacOB, BBIJCICHHBIX HA KOHTAKTHYIO PabOTy 00ydYaromuxcs C Iperno-
naBaTesieM (1o BUAaM YYeOHBIX 3aHSTHI) U Ha CAMOCTOSITENIbHYIO pa0OTy 00y4aromuX-
Cs IIpeJicTaBlIeHBI B Tabue 1.1
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1.5 IlepeveHb MIIAHUPYEMBIX Pe3yJbTATOB 00y4eHMS 0 IMCUHUILINHE

[Iporecc mM3ydeHHs AUCIUILIMHBI HaIlpaBjieH Ha (OpMUPOBAHHUE KOMIIETEHIIUM,
peACTaBISHHBIX B Ta0muIe 1.2.

Tabnuua 1.2 — opmupyemMbie KOMIETEHIIUN

Kon | HaumMeHoBaHUE KOMIIETEHIINU
WNHaukaTopsl JOCTHKEHUS] KOM-
KOoMIIe- . Cpencta OlIeHKH
HEeTeHIIHH
TEHIUU
I1IK-7; |OIIK-7. Cmnocoben yuactBo-U/[-lonk-7  3Haer  metoasl|TectupoBanue, YCTHBIN
BaTh B HACTPONKE M HaJIaJKE|HACTPOMKHU, HAJIAJKU IPOrpaM-|Olpoc HA 3aHATUU
MIPOrpaMMHO-aIapPaTHBIX MHO-aIMapaTHbIX KOMIIJIEKCOB
KOMILIEKCOB
NNl-20nk7 YMeer aHamu3upo-|0TYET MO JabopaTopHO
BaTh TEXHUYECKYIO JOKYMEHTa-|paboTe, BHIIOJIHEHNE UHIU-
LIAI0, IIPOU3BOAUTH HACTPOUKY, BUAYAJIbHBIX 3aJaHUI
HaNaJKy W TECTUPOBaHUE IMPO-
rpaMMHO-aIapaTHbIX KOM-
TIJICKCOB
N/1-3omk-7 Bnageer HaBbIKaMH |9K3aMEH
MIPOBEPKHU PabOTOCTIOCOOHOCTH
IIPOrpPaMMHO-aINapPaTHBIX KOM-
TIJICKCOB
[IK-3; |OIIK-3. Cmocoben pematsU-1lonk-3 . 3Haer npuHIunel,|TectupoBanue, YCTHBIN

CTaHJapTHBIC 3aJayu mpodec-
CUOHAJILHOW JIeATEIHLHOCTH Ha
OCHOBE HMH(POPMAIMOHHON H
O6ubamorpaguueckoil  KyjiabTy-
pBI ¢ IPUMEHEHHEM HH(pOpMa-
[MOHHO- KOMMYHHKAITMOHHBIX
TEXHOJOTUM U C YYETOM OC-
HOBHBIX TpeOoBaHUN HH)OP-
MAaIMOHHOM 06€30MacHOCTH

METOABl M CPEICTBA PELICHUS
CTaHJAPTHBIX 3a1a4 mnpodeccu-
OHAJBHOHN JEeATEITbHOCTH Ha OC-
HOBE MH(POPMAIMOHHON U OHO-
auorpauueckol  KyJIbTypbl C
NpUMEHeHHEeM  HWH(OpMAIHOH-
HO- KOMMYHMKAlIUOHHBIX TEX-
HOJIOTHUM U C YYETOM OCHOBHBIX
TpeOoBaHUN WHPOPMALMOHHOM
Oe3onacHoCcTH

OIIpOC Ha 3aHATHH

N-20rk-3. VMeer perarh
CTaHJapTHBIE 3aqauu mpodec-
CHOHAQJIBHOW JI€ATENIbHOCTH Ha
OCHOBE WH(MOPMAIMOHHON |
oubnmorpaduyeckoit KyJIbTypbl
C TpUMEHEHHeM HH(OpMAIHOH-
HO- KOMMYHMKAIIMOHHBIX TEX-
HOJIOTHUM U C YYETOM OCHOBHBIX
TpeOoBaHUN HHPOPMALIMOHHOM
0e3onacHoOCTH

OTYeT MO JlabopaTOpHOM
pabote, BHITIOJIHEHUE WH/IH-
BUyaJbHBIX 3aJaHUMA




NJ1-3omk-3. Brageet HaBpikamu
MOJATOTOBKU 0030pOB, aHHOTA-
Ui, coctaBieHus peepaTos,
HAYYHBIX JOKJIJI0B, TyOIHKa-
ui 1 onbnuorpaduu mo Hayd-
HO- UCCJICIOBATEILCKOM paboTre
¢ yueroM TpeboBaHuii uHPOp-
MaIMOHHON 0€301MacHOCTH

OK3aMCH

I1K-4

OIIK-4. CmocobeH y4acTBO-
BaTh B pa3paboTKe cTaHaap-
TOB, HOPM U TPaBWI, a TaKxKe
TEXHUYECKOM JOKYMEHTALIUH,
CBSI3aHHON C TpodeccroHab-
HOW 1€ T€IbHOCTHIO

WU/I-lomk-4 3HaeT OCHOBHBIC
CTaHAapThl 0QOPMIICHUS TEXHHU-
YeCKOW JOKYMEHTAIlMUd Ha pa3-
JUYHBIX CTaAUsAX JKH3HEHHOI'O
UKIa HWHPOPMAIMOHHON CH-
CTEMBI

TectupoBanue, YCTHBIN
ONpOC HA 3aHATUH

N-20nk-4 YMeeT NpUMEHSTh
CTaHAapThl 0(OPMIICHUS TEXHU-
YecKOW JOKYMEHTAlluu Ha pa3-
JUYHBIX CTaAUAX IKU3HEHHOTO
nUKIa HWHPOPMAIMOHHON cH-
CTEMBI

OTYET M0 JIabOpaTOPHOM
pabote, BHITIOJIHEHUE WH]IH-
BUIYaJIbHBIX 3a/IaHUH

NJ1-3omk-4 Baageer cocraie-
HUSI TEXHUYECKOW IOKYMEHTAa-
UM Ha PA3JIUYHBIX dTanax >Ku3-
HEHHOTO [UKJIa NHPOPMAITUOH-
HOM CHCTEMBI

9K3aMCH




2 COIEP XAHME JUCIHUIIJINHBI

2.1 CTpyKTypa IMCHUILUIMHBI (MOILYJIA)

Conepkanue TUCHMUILUIMHBI (MOJIYJIs), CTPYKTYPUPOBAHHOE 10 TeMaM (pasjziesiam),
C YKa3aHHWEM OTBEJICHHOTO Ha HUX KOJUYECTBA aKaJeMHUUYECKHUX YaCOB U BUJIOB YUCOHBIX
3aHSATUN NMpUBEACHBI B Tabmie 2.1.

Taomuma 2.1 — Pa3nensl JUCHUIUIMHEBI ¥ BUIBI 3aHIATUN
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aTTecTalln)

2.2 Conep:xanue pa3ieoB JTUCHUILUIMHBI (MOIYJI51)

1 Beenenne B OC

@aiinosas cucteMa Linux. [lonsarue ¢aiina, xapaktepucTuku (aiijioB, Ha3HaUe-
Hue, GpyHKuuu (aitio-Boil cucTeMbl, cocTaB (ailioBoil cuctembl. YmpasieHue (aiina-
MU: O0IIasi opraHu3alus CUCTEMBI yrpaBieHus Qaitmamu. Tumbl QailioBBIX CHUCTEM.
OcHOBHBIC TIOHSTHUS: KOPHEBOW KaTajor, TOYKa MOHTHUPOBAHMS, JOMAIIHUNA KaTajor.
Hauranust o gaitnosoit cucreme: komauasl cd, pushd, popd, pwd. Omnepanuu Han
daiinamu: Co3nanue, ynaieHue u konupoBanue Qaitnos. Komanasl touch, rm, cp. One-
pauuu ¢ kataigoramu. Komauael mkdir u rmdir. Baxunetimue karamoru ¢haiioBoi cu-
ctembl Linux. YuerHsie 3anucu B Linux. [ToHsiTue yueTHo# 3anucu U ayTeHTU(UKAIUY.
[TonsiTrie mpornenypbl WACHTHPHUKAIIMN TIOJIH30BaTENs, 00OCHOBAHUE MHOTOTOJIH30BA-
TEeTLCKOM Mojenu pasrpaHudeHus pocryna. @aiiner /etc/passwd u /etc/group,
/etc/shadow u /etc/gshadow. Yuernas 3anuck root. [laponu B Linux. Komanner login,
su, newgrp, passwd, gpasswd, chage. Co3nanue u yaajieHue y4eTHbIX 3aluce.

2 TlporpammupoBanue B linux

[TonsiTHE MpaB OCTYIA KaK OTHOIIEHHE CYOBEKTOB CUCTEMBI (ITPOLIECCOB) K 00b-
extam (¢aiinam). Pacnpenenenue mpaB goctyna B Linux. Urenue. 3anuck. BeimonHe-
Hue. OcobeHHOCTH mpaB y katanoroB. Hasnauenue nmpaB moctyma. Komanasr chmod,
chown, chgrp. Sticky bit. Onucanue mexanu3ma MOJIMEHbI UACHTU(PUKATOPA, TTO3BOIS-
IOLIET0 B HEKOTOPBIX CIy4yasX CTPOro OTPaHHUUYEHHBIM CIIOCOOOM OOXOIUTH 3aIpeThl,
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yCTaHaBIIMBaeMble MpaBamu jnoctyna. Mnentudukaropsl npoueccoB. Jemonbsl. Koman-
na ps. IIpaBa nocryna nporeccoB. PeanbHbiii 1 3¢ PeKTUBHBIN UAeHTUPUKATOPBI. BUTHI
SUID u SGID. Ynpasnenue nporeccamu. Curnansl. Komanasl nice, nohup, kill, killall.
OcHoBbl TporpammupoBanusi B Linux. Mcxoaubiii kKoj, KOMIUJSAIUSA, KOMIIOHOBKA,
MHOTO(haioBkIN npoekThl. bubnunoreku. [logkmouenne oudamorek. Co3anue craTu-
yeckux Oubnmorek. B3aumopeiictBue Oubnmorek. Hu3KoypoBHEBBIN BBOA-BBIBOJ B
Linux. Konuenmus BBoga-BeiBoja B Linux. bazoBbie onepanuu BBoga-BeiBoa. Paciium-
pPEHHBIE BO3MOXXHOCTH BBOAA-BbIBOJIa. MHOr03a1a4HOCTh. OCHOBBI MHOT033/IaYHOCTH B
Linux. IToroku. Onepanuy HaJ IOTOKaMU: CO3JaHKE, 3aBEpIICHUE, OXKHUITaHNE, TTOTyde-
HUE WH(OPMALIUU O TIOTOKE. Y CTYMYUBOCTh MOTOKa. [IpoTokonsl mapuipytusanuu. Ce-
teBast mogenb OSI. Ctpykrypa mogenu OSI. CereBble poTOKOJbl. CeMENCTBO MPOTO-
koioB TCP/IP. Anmapatbiii U uHTEepQeEicHbIM ypoBHU. CeTeBble U CEpBEPHBIE BO3-
MokHOCTH. CpelicTBa M TEXHOJOrMM MapuipyTtusauuu B Linux. Ctpykrypa makera IP.
Crpykrypa [P-agpeca. Iloacetn. CereBble KOMaH/bI MMO3BOJIIOIINAE OCYIIECTBIATD I10-
UCK HEUCIPABHOCTEH B CETH, KOH(MOUTYpUpPOBATH CETEBbie MHTEP(PEHCHI U BHITIOIHSITH
3a/lauu CBsI3aHHBIE ¢ MapuipyTu3anuei. ifconfig u Hactpoiika nmporokona IP. Mapmipy-
Tu3anus. ABToHOMHBIE oOnactu. Komanna route. PaGota ¢ mpotokonamu B Linux.
IIporokon UDP. Ctpykrypa monHoro aiapeca B mpotokoje UDP. Ilonstue UDP-
noptoB. Crpykrypa UDP-makera. Pacnpocrpanennsie UDP-cepBuckl. DNS. Bind.
ITpotoxon TCP.Ctpykrypa mnonHoro anapeca B mpotokosie TCP. Ilonstue TCP-
coenqunenusa. Crpykrypa TCP-makera. Pactipoctpanennsie TCP-cepBuchl. Peannzanus
nporokoia TCP B Linux, BeaeneHue 3aaa4 Juisl Kaxxaoro nporokosna. [Ipotokon ICMP.
Tunel maketoB. YTUIUTH ping, traceroute, tcptraceroute. Y THIIMTHI yIPABICHUS CETHIO.
Nmap. NatCat. Netstat.

2.3 KypcoBasi padora

He npenycMoTpeHO y4eOHBIM TUIAHOM.



3 OLIEHOYHBIE MATEPUAJIBI 1 METOJIMYECKHUE PEKOMEH/IA-
L{IUU IO OCBOEHUIO JUCLUATIIMHBI

3.1 Conep:kaHue OLEHOYHBIX CPeACTB M MX COOTBETCTBHE 3AILIAHMPOBAH-
HBIM pe3yJibTaTaM 00y4eHHus

Tekymuii KOHTPOJIb YCTIIEBAEMOCTH O0ECIEYMBAET OIICHMBAHHE XOJi1a OCBOCHUS
mucuuiuinHbl (Moayiisi). CoaepikaHue OLICHOYHBIX MaTepuajioB TEKYIIEro KOHTPOJIS
npejacTaBieHo B Tabuie 3.1.

Tabnuna 3.1 — OnieHoYHbIE MaTepUaIbl TEKYIIETO KOHTPOJIS

Kon u unaukarop
BHb! yueGHbIX 3ansTuii HanmeHOBaHHE OLCHOYHOTO CPEJCTBA TEKYILETO KOH- | 110 cTinKeHNS KOM-
TpOJIA [IETEHLIUH
Jlexun TectoBble 3a1aHus TEKYIIEro KOHTPOJs o AByM pas3- |MJ-lomk-7 , /-
JieJIlaM TACIMIUIMHBI, BONPOCHI HA 3aHATUAX lonk-3, U-1lonk-4
JlaGopaTopHbie paboThl |Bompockl k 1abopaTopHbIM paboTam N1-2onk-7 , U/-
2onk-3, U1-2011K-4
CamocrositenbHast pabo- |Bompock! a1 caMOnoATrOTOBKU, TECTUPOBAHUE N-lonk-7 , U1-
Ta 2onk-7 , U-3omk-7,
NA-lonk-3, /-
2onk-3, U1-3ork-3. ,
W-1lonk-4 , U1
2onk-4 , 1JI-3onk-4

TunoBble KOHTPOJBbHBIE 3aJaHUS WM HMHBIE MaTepualibl, HEOOXOAUMBbIE Jis
OLICHKM 3HAaHUW, YMEHUW, HAaBBIKOB U (WJIM) OMbITA JEATEIbHOCTH, XapaAKTEPU3YIOIINE
npouecc (OpMUPOBAHMS KOMIIETEHIIMI B X0JI€ OCBOECHUS 00pa30BATEIbHOM MpOTrpam-
MBI.

[IpuMepbI TECTOBBIX 3aJjaHNUI TEKYILIETO KOHTPOJIS:

1.Kakoii katanor Linux coepuT HanbOojee BaKHBIC TPOTPaMMbl U KOMaHIbI?
a./bin

b./dev

c./lib

d./mnt

2.Kakast komaHa UCTIONB3YETCS ISl IOMCKa B (haiiyie 3aJaHHOM CTPOKU U 0TOO-
paxxeHus e€ Ha dKpaHe?

a.grep

b./dev

c./lib

d./mnt

3.Kakwue aeiicTBus BhIOJHSAET ciaeAyromias komanaa? mv filel file2

a.nepeuMeHoBbIBacT filel B file2

b.xonmupyer filel u cozmaér file2

c.nepeuMeHoBbIBaceT file2 B filel

d.cpaBuuBaer filel u file2




4.Kakwue mpaBa 0oCcTyma OyayT YyCTaHOBIIEHBI 1715 (haiina readme.txt B pe3yapTaTe
BBIMOJIHEHUSI ciieyroled komanapl? $chmod a+w readme.txt

a.—TWXIwWXrwx

b.—rwXxrwxr-x

C.—I--r--r--

d.—rw-rw-r--

5.YTo 0603HayvarOT mpaBa JocTyna K (airy, uMeroniue 3HaueHue 6647

a.lTonb3oBarensb U rpynmna UMEIOT IPaBO HA YTEHUE U 3aIUCh, @ BCE OCTAIIbHbBIC —
TOJBKO HA YTCHUE

b.Ilomb30BaTenb 1 rpymnna UMEET MPaBO HA YTEHUE U 3aITUCh, & OCTAILHBIE UMEIOT
MPaBO TOJILKO Ha 3alUCh

c.ITonb3oBarensb v rpynmna UMEIOT IPaBO HA YTEHUE U BHITIOJIHEHUE, & OCTAIbHbIE
HMMEIOT MPaBO TOJILKO HA YTEHUE

d.ITonp30Batens u rpymnmna UMEIOT IIpaBa Ha YTEHUE, BBHITIOJIHEHHUE U 3aITUCh, a BCE
OCTaJIbHbBIE — TOJILKO Ha YTEHUE

[TprMepsl TEM YCTHBIX ONPOCOB HA 3aHATHSIX:

1. Kak peanuzoBanbl OC B BICOKOIPOU3BOAUTEIBHBIX CUCTEMAX ?

2. JI5ig 4ero MCIHOJIb3YIOTCA MPOUEAYphl UACHTU(UKALIMY MTOJIb30BATENS, C TIO3H-
[IUM MHOT'OII0JIb30BATEIbCKON MOJENIN pa3rpaHUuEHuUs JOCTyna?

3. Kak mocturaercs pasrpaHudyeHHe MpaB JOCTyNa KaK OTHOIIEHHE CYyOBEKTOB
CUCTEMBI (ITPOTIECCOB) K 00BekTaM ((aiimam)?

4. Kak uCIOJIb3yIOTCSl CETEBbIE€ KOMAaHbl MMO3BOJIAIOIINE OCYUIECTBISATH MOUCK
HEUCIIPAaBHOCTEHN B CE€TH, KOH(DUTYPUPOBATH CETEBbIE MHTEPPENCHI U BHIMOJIHATD 3a1a4u
CBSI3aHHBIE C MapIIPyTHU3AIUEH?

5. Kak nucnonb30BaTh HU3KOYPOBHEBHIN BBOJI-BHIBOJ B Linux.?

Borpocs! k 1abopatopHsiM paboTaM MPUBEACHBI B METOJUYECKUX YKa3aHUAX TI0
BBITIOJIHEHUIO COOTBETCTBYIONIUX JIA0OPATOPHBIX padoT.

[TpriMepsI BOIIPOCOB IS CAMOIIOATOTOBKH:
Yro Takoe Linux.

Hasurarus o ¢aitnoBoit cucteme: koman sl ¢d, pushd,

Tune! daitnos. O0suHbIe Qaitnbl. Katanoru. ®aitnbl ycTpoCcTB.
touch, rm, cp.

Onepanuu ¢ katanoramu. Komanaer mkdir u rmdir.
Baxwneiimue karanoru ¢aitoBoii cucreMsr Linux.

Komanzsr nice, nohup, kill, killall

[Tonarue xomanHON 0007109KH. O030p KOMAaHIHBIX 000JIOYCK.

©ooNO oA WNRE

ITepemenHsie cpensl.
10 Midnight commander
11. Oneparopsl cpaBHEHUS
12. Oneparopsl BETBICHUS
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13. Cuenapun. L{ukisr

14. Onepartop if-then-else-fi

15. Ctpykrypa monaenu OSI.

16. CemetictBo nipotokosoB TCP/IP.

[TonHBIi KOMITJIEKT KOHTPOJIBHBIX 3aJaHUil WM WHBIX MaTepHaIOB, HEOOXOH-
MBIX JJIsl OLICHWBAHUS PE3yJNbTaTOB OOYYEHHS MO IUCHUIUIMHE (MOIYIIO), MPaKTUKE
XpaHUTCS Ha Kadeape-pa3paboTyrke B OyMaKHOM WIIH JIEKTPOHHOM BUJIE.

3.2 Conepmam/le OLCHOYHbIX MaT€pHuaJjioB l'[pOMC)KYTO‘IHOﬁ arTrecranmmn

[TpomexyTouHass arTectanus oOOeCNeYHBAeT OICHUBAHHE MPOMEXYTOUHBIX/
OKOHYATEJIbHBIX PE3YJIBTATOB 00YUYEHUS MO TUCHUILTNHE (MOYIIIO).

JJis OLIEHKH CTENEeHU c(hOPMUPOBAHHOCTU KOMIIETEHIMI UCTIOIB3YIOTCS OLIEHOY-
HbI€ MaTEpUabl, BKIIOYAIOUINE TECTOBBIE 3aJaHUSI 1 KOHTPOJIbHBIE (IK3aMEHAIMOHHBIE)
BOMPOCHI.

TecToBble 3a1aHusl TPEACTABISIIOT COO0M COBOKYIHOCTh TECTOBBIX BOIIPOCOB Te-
KYILIEr0 KOHTPOJIS 10 YUCTY TEKYIIUX aTTeCTalu.

[Tpumepsl TECTOBBIX 3a1aHUN IPOMEKYTOUHOM aTTECTAINN:

1.B kakom U3 nepedncIeHHbIX BapuaHTaX MOKHO 3alucaTh IpaBa JI0CTyIa

a.CUMBOJIbHOM U BOCbMEPUYHOM

b.CUMBOJIBHOM U JBOUYHOM

C.a0COIIOTHOM

d.cHMBOJIEHOM

2.Yto BbINONHSET KOMaHaa chgrp

a.M3MEHSET MPUHAAIS)KHOCTH (aiiyia WK KaTajora K OlpeaeIeHHON TpyIIe

b.u3MeHsieT Biazienblia gaiaa uim Kkarajaiora

C.U3MEHSET PEXXUM JIoCcTyna K (ailily Uin KaTtajiory

d.u3mensietr aTpuOyThI MOJIH30BATENS

3.YTo no3BOJISET BBHIOJHUTH KOMaH 1A hice ¢ mapaMeTpoM -N

a.TI03BOJISIET U3MEHATH MPUOPUTET, C KOTOPHIM OYJET BBIMOIHSIBCS MPOLECC MO-
clie 3aIycKa

b.1MO3BOJISET TpOLECCY MPOJOJIKUTH BBIMOIHEHHUE JlaXe IpPU MOTEpe YIpaBIIsio-
IIET0 TepMHUHAJIA

C.TI03BOJISIET MPOCMOTPETH MIPHUOPHUTET MPOIIECCOB

d.no3BoJIsIET OTCOPTUPOBATH CIIMCOK MPOIECCOB MO aapaBUTy

4.Kakas 13 mepeunciIeHHBIX KOMaH] UCTIONIB3YeTCs ISl IPOCMOTpa Odepen 3a-
JTaHUM

a.atq

b.at

c.atrm

d. atd

5.Kakue npaBa goctyna OynyT ycTaHOBIEHBI Juisl (aiina primerl.txt B pe3ynbrare
BBINIOJTHEHUS cieaytomiei komanabi? $chmod 254 primerl.txt
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a. --W-r-Xr--
b.-r--r-xr--
C.-r--rw--w-
d.--w-rw-rw-

HpI/IMCpBI 9K3aMCHAITMOHHBIX BOIIPOCOB:

©ooNOo Ok WNRE

W WWWWRNRNMNNRNRNNMNNMNNMNNNRRRRRERERRR PR
ERXNPOOXONDURONPOO®ONDUEWWNERE O

Unix-way.

Crpykrypa Unix. Momyim OC

Apxurektypa OC

CpencTa mpocMOTpa CHCTEMHOU HH(OpMAITUy.
OCHOBHBIE MOHATHS: KOPHEBOM KaTaJIOT, TOYKAa MOHTUPOBAHUS,
JOMAlITHUN KaTaJor.

Komanng! Is.

popd, pwd.

Cozpnanue, ynainenue u konupoBanue QainoB. Komanabl
[ToHsiTHE yueTHO 3anucu U ayTeHTHPUKauunu. Panisl
/etc/passwd u /etc/group, /etc/shadow u /etc/gshadow.
VYuerHas 3anucse root.

[Taponu B Linux.

Komanger login, su, newgrp, passwd, gpasswd, chage.
Co3paHue U ynaJieHUe YYETHBIX 3aIlKCeil.

[Mporeccrr B Linux. MaerTudukatops! mpoieccos. JeMOHEI.
Komanpna ps.

IIpaBa noctyna nporeccoB. PeasibHblil 1 3P heKTUBHBIN
unentudukaropsl. butsl SUID u SGID.

VYnpasnenue npoueccamu. CUTHABL.

[TonsATHE MUTAaHUPOBAHUS 3aTAHUN.

Komanpa at.

Jlemon cron. Komanpga crontab.

Pabota ¢ TuCcKOBBIMU HAKOMUTEISIMU, KOMaH1a mount
Penaxrop vi.

[Tporecc init. YpoBHM HHUITHATA3ALIHH.

daiin /etc/inittab. Karanor /etc/rc.d

Penakrop Emacs.

Cucrema X Window. [Iemon X.

3anyck X. Ckpunr startx. 5-ii ypOBEHb HHUIIMATU3ALNH.
Komannas o0oouka bash.

MHOro3aa4HoCTh B KOHCOJIM. 3a/1aHus. Y IPaBJICHUE 3aJaHUSIMU.

Crpyxkrypa nonHoro aapeca B mporokoisie UDP. [Tonsatue UDP-nopTos.

Crpyxrypa UDP-nakera.
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35.

Pacmpoctpanennsie UDP-cepBuchr.

Mapmipytuzanus. ABTOHOMHBIE oOnacti. M9. Komanaa route.

36. DNS. Bind

37. Crpykrypa nakera IP. Ctpykrypa IP-anpeca. [loaceru.
38. ifconfig u HacTpoiika npotokoda IP.

39.

40.

41. Crpyxrypa TCP-nakera.

42. Pacnpoctpanennsie TCP-cepBuCHI.

43. Telnet: xinetd, in.telnetd. SSH: sshd.

3.3 Onenka ycneBaeMOCTH 00y4arOIUXCS

Crpykrypa nonHoro aapeca B mpotokoiie TCP. [louarue TCP-coenunenus.

Texkymuii KOHTPOJIb YCIIEBAEMOCTH M IMPOMEXYTOYHAsl aTTeCTalus IO JUCLH-
MHe (MOYJII0) OCYIIECTBIISCTCS B COOTBETCTBUU C OQLTBHO-PEUTUHIOBOM CHCTEMOM
no 100-0amnbHOM MmIKane. banmiabHble OLEHKH Jii KOHTPOJIbHBIX MEPONPHUATHI Tpea-
ctaBieHbl B Tabmuue 3.2. Ilepecuer cymmbl OAJJIOB B TPAaJULMOHHYIO OLEHKY Mpe.-

cTaBJjieH B Tabmiuie 3.3.

Tabnuna 3.2 — bayuibHbIe OIICHKH JJIsI KOHTPOJIBbHBIX MEPOIPUSTUI

MakcumanbHbII MakcumaibHbIi MakcumanbHbIi
HaumeHnoBaHue KoH- Bcero 3a ce-

0aJu1 Ha MIEepBYIO 0a 3a BTOpYIO | 6aJut 3a TpeThlo at-

TPOJBHOTO MEPOIPUSATHS MecTp
aTTECTAIHIO aTTECTAIHIO TECTAINIO
2 ceMecTp

TectupoBanue S) S) S) 15
VY CTHBIN ONpPOC Ha 3aHs- 1 2 2 5
TUH
Otuer o mabopaTopHO 15 15 30
pabote
Hroro (MakcumyMm 3a 6 22 22 50
Mepuon)
3auer / sx3aMeH 50
Hroro 100

Ta6muma 3.3. [llkana oreHKy Ha MPOMEKYTOYHOM aTTeCTalluu

Beipakenue B Oannax

CrnoBecHoOe BbIpaXeHUE
pu GopMe MPOMEKYTOTHOM
aTTeCTAllUU - 3a4eT

pu Gpopme NPOMEKyTOUHON

CrnoBecHOE BBIpaKEHUE

aTTCCTalluU - OK3aMCH

ot 86 mo 100 3auTeHo OtnnaHO

ot 71 no 85 3auTeHo Xoporo

ot 51 1o 70 3a4TeHo V IOBIIETBOPUTENHHO
1o 51 He 3a4yreno He ynosnerBoputenbHO
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4 OBECIIEYEHUE JNCIUIIJINHBI

4.1 YueOHO-MeTOANYECKOE " uH(pOpMaALIMOHHOE o0ecrneuenue
TUCIHUANIMHBI
4.1.1 OcHoBHas JIUTEpPaTYypa
1. Onepamronnsie cucteMbl. OcHoBel UNIX: Yuebnoe mocobue / BaBpenrok
A.b., KypsiieBa O.K., Kyrenos C.B. [QnekrponHsiii pecypc] - M.:HULl THOPA-M,
2015. - 184 ¢ http://znanium.com/bookread2.php?book=504874
2. OmepanmoHHbIE CUCTEMBI, Cpeabl U 000s0ukH : yueOHoe mocodue / T.JI. Tlap-
thika, .W. TTonoB. — 5-e u3x., nepepad. u nom. [DnexkTpoHHbI pecypc] — M. : @O-
PYM : HHO®OPA-M, 2017. — 560 c¢. — Pexum  jgocrymna:
http://znanium.com/bookread2.php?book=552493

4.1.2 lonoJIHUTEIbHASI JINTEPATypa

3. Tamenbaym D. CoBpeMeHHbIe ornepaimoHHble cuctembl. -  CIIO.: Ilutep,
2013.

4. IlatubpatoB A. BbluuciauTeNbHBIE CHUCTEMBI,CETH U  TEJICKOMMYHHKa-
uu: YueOHuk. - M.: @uHancel U cratructika, 2002.

5. OrnepainmoHHbIE CUCTEMBI, cpeibl U 00010ukn: YueoHoe nmocoodue / T.JI. [lap-
thika, M.W. IlonoB. - 3-¢ u3a., mepepad. u mom. [DaeKTpoHHBIA pecypc] — - M.: ®o-
pyM, 2010. - 544 C. : — Pexum JOCTyIIA:
http://znanium.com/bookread2.php?book=224882

4.1.3 MeTtoanyeckas JIUTEpaTypa K BbIIIOJTHCHHIO
NMPAKTHYECKUX U/UJIH JIa00pPaTOPHBIX padoT

1. Meronuueckue yka3zaHus JJisl BBIIOJHEHUSI TaOOPATOPHBIX padOT MO AUCIH-
muHe «OnepanuoHHbIE CUCTEMbI BBICOKOIIPOU3BOIUTEIIBHBIX BBIUUCIUTEIIBHBIX CH-
cTeM» B 3JIeKTpOoHHOM Bujie (Oudmunoreka U0 KHUTY-KAN).

4.1.4 Ilepeyenb MHGPOPMALMOHHBIX TEXHOJIOTHIl, UCNOJb3yeMbIX NPH OCY-
IeCTBJICHUM 00pPa30BaTeIbHOI0 MPOLEcca Mo JMCHUIINHE (MOTYJII0)

OpraHu3oBaHO B3aUMOJCHCTBHE OOYYaIOIIETOCS M TMPENOoaaBaTelis ¢ MCIOJIb30-
BaHUEM DJICKTPOHHOU MH(OopMaImoHHo-o0pazoBaTenbHOU cpeapl KHUTY-KAUN.

1. Epumoa HO.B. «IlapannenbHoe mnporpaMmMupoBaHue» [DIEKTPOHHBIN pe-
cypc]: Kypc NMCTAaHIIMOHHOTO OOYYEeHHWsS! 10 HAMpaBIICHUIO TOJTOTOBKH OakaaaBpOB
09.03.01 «Mudopmatrka u BeruncautenbHas texaukay / KHUTY-KAU, Kazans, 2017
— Hocrtyn o JIOTUHY 51 MapOoJIKO. URL:
https://bb.kai.ru:8443/webapps/blackboard/execute/content/blankPage?cmd=view&cont
ent_id=_295134 1&course id= 14213 1

Wnentudukarop kypca 18_Chistopol_KiTS_YuVEfimova_OSVVS
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https://bb.kai.ru:8443/webapps/blackboard/execute/courseMain?course_id=_11988_1

4.1.5 Ilepeuenb pecypcoB HHGPOPMALMOHHO-TEJIEKOMMYHHUKAINMOHHOH CETH
«HTepHEeTY, MpOo(deccnoHAIBLHBIX 023 JaHHBIX, HHPOPMAIMOHHO-CIIPABOYHBIX CH-
CTeM, HCIOJIb3yeMbIX MPH OCYUIECTBJIEHHN 00pa30BaTeJIbHOr0 MpoIecca Mo JAuc-

nuIJnHe (MOIyJIi0)

1. DnexTpoHHO-0MOIMOTEYHAs cucTeMa yuyeOHoM u Hay4yHou jmuteparypsl. URL:

https://e.lanbook.com/.

2. DIEKTpOHHO-0MOIMOTeYHasl cucTeMa ydeOHol 1 HayuyHO# nutepaTypbl. URL:

http://znanium.com/.

3. DAeKTpoHHO-0MOMMOoTEeYHas cucTeMa y4eOHol u HayuHoM jutepaTypsl. URL:

https://urait.ru/.

4. Hayuno-texamueckas ouommoreka KHUTY-KAUW. URL: http://library.kai.ru/.

4.2 MarepHaJbHO-TEXHHYECKOe o0ecneyeHne JUCHUILIMHBI (MOIYJs) M Tpe-
OyemMoe nmporpaMMHoe odecrnevdeHne

Onucanue MaTepUAIbHO-TEXHUYECKOW 0a3bl U MPOrpPaMMHOr0 OOeCTieUeHHUs, He-
00X0IUMOTO JIJIsI OCYIIECTBICHHsI 00pa30BaTEIHLHOTO MPOIECCca MO0 JUCHUIIIMHE (MOIY-
JII0) IPUBEICHO COOTBETCTBEHHO B Tabnumax 4.1 u 4.2.

Tabnuua 4.1 — MarepuaabHO-TEXHUYECKOE 00eCTIeYeHUE TUCIIUIUIUHBI (MOJTYJIs)

HaumenoBanue Buaa
y4eOHBIX 3aHATUIA

HaunmenoBanue yueOHOM ayau-
TOPHH, CIIELUAITU3UPOBAHHOU
JabopaTopuu

[Tepeuens HEOOXOMMOTO 000PYAOBa-
HUS U TEXHUYECKUX CPEJICTB 00yUeHUs

Jlex1MoHHEbIE 3aHATUA

VYyeOHas aynuTopus 1Ji IpoBe-
JIEHUS 3aHATHH JIEKIIHNOHHOTO
THUIIA, CCMUHAPCKOT'0 THIA, KOH-
CyJIbTalMi, TEKYIIEr0 KOHTPOJI,
MIPOMEKYTOUYHOM aTTECTALNKU

YyeOHass MeOelnb: CTOJIbI, CTYJbs JUIS
00yy4aromuxcsi; CTos, CTyJ JUIsl Mpemno-
JlaBatesl, 10CKa.

AynuTopHsl, OCHAIllEHHAasi KOMIUIEKCOM
TEXHUUYECKUX CPEACTB 00ydeHus (IIpo-
eKTOp UJIM UHTEpaKTUBHASL JOCKA, KOM-
IBIOTEP, CUCTEMA 3BYKOBOT'O COIIPOBOX-
JICHUs 0TOOpa)kaeMbIX BUIEOMaTepHa-
JIOB)

JlaGopaTopHble 3aHATHS

KomMnsrorepHslii knacc

VYyeOHast MeOenb: CTOJIBL, CTYJIbS IS
00y4JaroIIUXCsl; CTOM, CTYI AJS TIPero-
JaBaTels, JOCKa.

Aynutopus, ocHamieHHas [[9BM 00b-
ennHeHHBIX B JIBC ¢ BeIXOOM B UH-
TEpHET

CamocrosiTenbHas paboTa

AyauTopus JUIsl CaMOCTOSATENb-
HOU paboOTHI

bubnuoTteunsii HoH: IEUaTHBIC U3/1A-
Hus u ObC

pabouune mecra, obopynoBanusie [[9BM
¢ BeixozioM B uHTEpHET (Wi-Fi), MOV,
MIPUHTEP

Tabnuna 4.2 — JIuiieH3uoHHOe U CBOOOJIHO paclpocTpaHsieMoe MporpaMMHOE oOecrie-
YeHHe, B TOM YHUCJIE OTEYECTBEHHOTO MPOU3BOJICTBA, UCIIOIB3YEMOE MPHU OCYIIECTBIIE-
HUM 00pa30BaTEILHOTO MPOIIecca MO AUCITUTUTHHE
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https://e.lanbook.com/
http://library.kai.ru/

Microsoft Office
Microsoft Visual Studio 2017

[IpousBoauTens Crnioco6 pacripocTpaHeHus
Ne HaunmenoBanue nporpaMmMHOro
(JIM1IEH3MOHHOE UJIU CBO-
n/m obecrnieueHus
00JTHO PacCIPOCTPAHIEMOC)
1 [Microsoft Windows JIuneH3noHHOE
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5 OCOBEHHOCTH PEAJIM3ALIUU JUCLHUATUIMHBLI (MOIYJIST) AJIS
JIMI] C OTPAHUYEHHBIMA BO3MOKHOCTSIMM 3/IOPOBbLSI 1 UHBA-
JUI0B

OO6ydeHue 1o AMCIUILIMHE (MOIYJI0) OOyYaloMUXCS C OTPAaHUYCHHBIMH BO3-
MOHOCTSIMU 3JIOPOBBSI M1 HHBAJIUIOB OCYIIIECTBIIACTCS C YU€TOM OCOOCHHOCTEH IICHUXO-
(bU3UYECKOr0 Pa3BUTHS, WHIUBUAYAIBHBIX BO3MOXKHOCTEH M COCTOSIHUS 370POBbs Ta-
KHX 00yYaroIuxcs.

OOyueHue Uil ¢ OTPAaHUYCHHBIMU BO3MOXXHOCTSIMU 3/I0POBbSI U MHBAJIHUJIOB Op-
TraHU3YyeTCs KaK COBMECTHO C JIPYTUMU OOYyYaIOIUMUCS, TaK U B OT/ICJIbHBIX TPYyIIIaX.

Jnst U1y ¢ OrpaHUYEHHBIMU BO3MOXKHOCTSIMH 370POBbSi M MHBAJIUJIOB MpENY-
CMOTPEHBI JOTOJTHUTEIIBHBIC OIEHOYHBIE MAaTEPHAIIBI, IEPEUCHb KOTOPBIX yKa3aH B Ta0-
quie 5.1.

Tabnuua 5.1 — JlonosHUTENbHBIE MAaTEPUAIIbl OLIEHUBAHMS JJIS1 JIUL] C OFPAaHUYEHHBIMU
BO3MOXHOCTSIMU 3J10POBbsI U HHBAJIWJIOB

Bupl 10N0AHUTENBHBIX OLEHOYHBIX Ma- | DOPMbI KOHTPOJIS ¥ OLIEHKH
Kareropuu o6yuatomuxcs

TEPUAJIOB pe3yJIbTaTOB 00YUYEHUS
C napymenusiMu cityxa | TecTbl, KOHTPOJIbHBIE pabOThI, MUCbMEH- | [IperMyIeCTBEHHO MUCh-
HBIC CaMOCTOATCIbHBIC pa6OTI)I, BOIIPOCHL MCHHas IMPOBCpPKa

K 3aueTy (3K3aMeHy)

C HapyuieHMsIMM 3peHUs | Y CTHBIN onpoc 1o TepMuHam, codeceno- | [IpenmyniecTBeHHO ycTHas
BaHHE MO BOMPOCAM K 3a4eTy (3K3aMeHy) | mpoBepKa (MHIMBUIYaIbHO)

C HapyuieHusiMH onopHO- | PerieHue qUCTaHIMOHHBIX TECTOB, KOH- | IIpenMyliecTBeHHO nucTaH-

JIBUTATENILHOTO anmapaTa |TpojbHbIE pabOThl, MMCbMEHHBIE CAMOCTO- LIMOHHBIMHU METOJAMHU

STEeIbHBIE Pa0OTHI, BOIIPOCHI K 3a4eTy (3K-
3aMeHy)

st Uil ¢ OrpaHUYEeHHBIMHA BO3MOXKHOCTSIMU 37I0POBbSI U WHBAIWIOB TIPEIy-
CMaTpUBAETCs JOCTymHas QopMa MpeAOCTaBIICHUS 3aJaHUil OIIEHOYHBIX CPEJICTB,
HaIpuMep:

— B mieyaTHou opme;

— B IIe4aTHOU (hopme C YBETUUEHHBIM MIPUPTOM;

— B (hopMe IIEKTPOHHOTO IOKYMEHTA;

— METOJIOM YTEHHS aCCUCTCHTOM 3a/IaHUsI BCIIYX;

— IpeJ0CTaBICHHE 3a/IaHNs C UCIIOIh30BAaHUEM CYpI0TIEPEBOIA.

Jlunam ¢ orpaHWYCHHBIMH BO3MOXKHOCTSIMH 3JI0POBBSI M WHBAJIMAM yBEIMYNBa-
€TCSl BpeMs Ha IMOATOTOBKY OTBETOB Ha KOHTPOJIBHBIC BOMPOCHL. JIJIsi Takux oOydaro-
UXCS TIPeayCMaTpUBASTCs JOCTyIHas opMa MpeIoCTaBICHUS OTBETOB HA 3aJIaHUs, a
UMEHHO:

— MMMCbMEHHO Ha Oymare;

— Ha0Op OTBETOB HAa KOMITHIOTEPE;

— HabOp OTBETOB C MCIIOJIH30BAHUEM YCIIYT ACCUCTCHTA,

— TIPEJICTaBJICHUE OTBETOB YCTHO.
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[Tpyn HEOOXOAUMOCTH ISl JTUI[ C OTPAHUYECHHBIMH BO3MOKHOCTSIMH 3JI0POBBSI H
MHBAIIUOB MPOIIeypa OLEHUBAHUS PE3YJIHTATOB O0YUYEHUSI MOKET MIPOBOJUTHCS B HE-
CKOJIBKO 3TaroB.

Y4eOHO-MeToAMUeCKIE MaTEPUAIIBI Il CAMOCTOSTENIbHON U ay TMTOPHOM pabOThI
oOy4Jaronuxcsi U3 4ucia JMIl ¢ OTPAaHUYEHHBIMU BO3MOXHOCTSIMU 37I0POBbSI U MHBAJIU-
JIOB MPENOCTABISIOTCA B (hopMax, aAanTHUPOBAHHBIX K OIPAHUYEHUSAM UX 370POBbI U
BOCIPUATHS UHGOPMALIIH.

OcBoeHME NUCIUIUIUHBI (MOIYJsl) JIMIIAMUA C OTPAaHUYECHHBIMU BO3MOKHOCTSIMU
3I0POBbSl ¥ WHBAIMJAMHU OCYIIIECTBIISIETCS C MCIIOIB30BAHUEM CPEICTB OOy4YeHHUs 00-
1IEro U CHEIUaIbHOIO Ha3HAYCHUS.

[Ipu 3aHATHSX C OOYYAIOIIMMHCS € HAPYHIEHMSIMH CJIyXa MPEAyCMOTPEHO HC-
MOJIb30BaHKE 3BYKOYCHJIMBAIOIICH amnmapaTypbl, MYJIbTUMEAUNHBIX CPEICTB U JIPYTUX
TEXHUYECKUX CPEJACTB Ipuema/mepenaun yueOHoM HnHpopMaluu B JOCTYIHBIX (opMax,
MOOUJILHOW CUCTEMBI MPENOJaBaHus JJIsi 00YJaroIMXCs C WHBAJIUIHOCTBIO, MOPTATUB-
HOM MHIYKITMOHHON CUCTEMbI. YueOHasi ayTMTOPHsi, B KOTOPOU 3aHUMAIOTCSI 00y4aroIiu-
€csl C HapyIICHUEM Ciyxa, 000py/10BaHa KOMITBIOTEPHOM TEXHUKOM, ayTMOTEXHUKOU, BU-
JNEOTEXHUKOU, 3JIEKTPOHHON JOCKOW, MYyJIbTUMEIUMHON CUCTEMOM.

[Tpu 3aHATHSAX ¢ 00YYAIOMIMMUCS ¢ HAPYIIEHUSIMU 3PEHUSIMM TIPEIYCMOTPEHO
UCIIOJIb30BAHUE B JICKIIMOHHBIX U YUYEOHBIX ayJUTOPUAX BO3MOKHOCTH IMPOCMOTpA ya-
JICHHBIX OOBEKTOB (HampuMep, TeKCTa Ha JOCKE WIM cllaiijla Ha dSKpaHe) MpHU MOMOIIU
BHJICOYBEJIUUUTEIEH 11 KOM(POPTHOTO MPOCMOTpA.

[Ipu 3aHaTHSAX ¢ OOyYalOIIUMHCS € HAPYLIEHUAMH OIOPHO-ABHUIATEILHOI0
anmapara UCIOJIb3YIOTCSl allbTepHATUBHBIC YCTPOUCTBA BBOJAA MH(MOPMALIUU U APYTrUe
TEXHUYECKUE CPEJCTBA MpueMa/nepenadyn yuyeoHol mHdopManuu B OCTYHHBIX (op-
Max, MOOMJIBHOM CUCTEMBbI 00YUYEHHUSI 1JIs JIFOJIEN C MHBAIMHOCTHIO.
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