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Jlaboparopnasi padora Ne 1
HoacucreMbl NapoJbHOM ayTeHTH(PUKALUM IT0JIb30BaTe 1eil. ['eHepaTopsbl

napoJieii. OneHka creneHu CTOMKOCTH MaPOJIbHOM 3aIUTHI

[Ton maeHTHdUKaIMEN MOTL30BATENS MOHUMAIOT MPUCBOCHUE €My HEKOTOPOTO
HECEKpPETHOTO HUJeHTU(UKATOpa, KOTOPbIH OH JoibkeH mpeabsButh C3U  mpu
OCYUIIECTBJICHUU JIOCTyNa K oOBeKkTy. B kadectBe uaeHTH(UKATOpa MOXKET OBITh
UCII0JIb30BaH, Harpumep, 10gin, pusndeckoe ycTporcTBO, U T.1.

HOI[ aVTeHTHd)HKaHHCﬁ IMOHUMAIOT IIOATBCPKACHHUC II0JB30BATCICM CBOCTO

uaeHTu(UKaTopa, MNpOBEpKa €ro MNOJJIMHHOCTHU. JlaHHBIA »3Tanm HEOOXOAUM IS
YCTpPaHEHHUS danbcupukanun uAeHTU(pUKATOpAa, IIPENOTBPAILCHUS
HECaHKIMOHUPOBAHHOI'O JOCTYTIA B CIy4yae yTepHu MOJIb30BaTEIEM UIEHTU(PUKATOPA.

[Toacuctembl UAEHTU(UKAIUN U ayTEHTH(PUKALMK TOJIb30BATENS UTPAIOT OYEHb
BaYXHYIO POJIb JJI1 CUCTEM 3aIUThl HH(POPMALIUH.

CTOMKOCTh IO ACHUCTCMBI I/II[GHTI/Id)I/IKaHI/II/I n aVTeHTI/Id)I/IKaI_[I/II/I ITOJIB30BaTCJIsI B

cucteme 3amuThl nHPopManuu (C31) Bo MHOTOM OIpeAeIsieT YCTONYMBOCTh K B3JIOMY
camoii C3U. J/laHHasi CTOMKOCTh OINpENENseTcsl TApaHTUEN TOTO, YTO 3JI0YMBIILICHHUK
HE CMOXXET MPOWTH ayTeHTU(PHUKALIUIO, MPUCBOUB UYXKOW HJECHTU(DHUKATOP WU YKpaB
ero.

[TaposnbHble cHUCTEMBl HACHTU(UKALNN/ayTeHTU(DUKAIMKN SIBISIETCS OJHHUMHU U3
OCHOBHBIX M HaumbOoisiee pacrnpocTpaHeHHbIx B C3UM meTomamMu Mob30BaTEIBCKON
ayTeHTU(UKAalMK B CHIy HMX IMpPOCTOTHI M Npo3padyHocTH. B paHHOM ciydae,
uH(popmanuen, ayTeHTU(GULIHUPYIOUIEH MOJIb30BaTENS, SIBISETCS HEKOTOPBIM CEKPETHBII
I1apOJib, U3BECTHBIN TOJBKO JIETAJTbHOMY IOJIb30BATEIIO.

[TaponbHast ayTeHTU(DUKAIMS TOIH30BATENS SBISETCS, KaK MPaBUIIO, MEPEIHUM
kpaeM o6oponsl C3U. B cBsizu ¢ 3THM, MOJ1yJIb ayTEHTU(PUKALUU 110 MAPOJII0 HauboJsee
4acTO MOJBEPraeTcsl aTakaMm CO CTOPOHBI 3JI0YMBIIUICHHHUKA. [{enb 310yMBbIIITIEHHUKA B
JaHHOM Cciy4ae — TmoAo0paTh ayTeHTHUIUPYIONIyt0 uHOOpMaIuoo (1Maposib)

JICTAJIBHOT'O ITI0JIb30BAaTCIIA.



Metonpl TapoaBHOW ayTEHTH(UKAIIMK TIOJIB30BATENS SIBISIIOTCA HanOoJiee
OPOCTBIMH  METOAAMHM AayTEHTU(PUKALMKU U TPU HECOOTIOACHUM OIpeeICHHbBIX
TpeOOBaHM K BEIOOPY MapoJis ABJISIIOTCS JOCTATOYHO YSI3BUMBIMH.

OCHOBHBIMH MUHUMAIBHBIMH TPEOOBAHHUSAMU K BBIOOPY MApOJIA U K IOJICUCTEME
NapoJbHOM ayTeHTU(UKAIIMY TI0JIb30BATEINS SIBJISIIOTCS CIEAYIOIIKE.

K mapoJto

1. MunHuMmanbHas JJIMHA TApoJIs AOJKHA ObITh HE MEHEE 6 CHMBOJIOB.

2. Ilaponb [OKEH COCTOSITh W3 PA3IMYHBIX TPYNI CHUMBOJOB (Mayble U
OoJpIIME JIATUHCKUE OYKBBI, HU(DPHI, criennuanbHblie CUMBOIIBL ‘(C, ©)°, ‘4’ U T.1.).

3. B kauecTtBe mapois HE AODKHBI MCIOJIB30BATHCS pealbHBIE CIIOBA, MMEHA,
dbaMuIMuU U T. 1.

K noncucreme naposibHOM ayTeHTU(UKAIUY.

1. Aamunuctparop C3U gomkeH ycTaHaBIMBAaTh MAaKCUMAJIbHBINA CPOK JIEUCTBUS
napoJisi, ocJie 4Yero, OH JOJKEH ObITh CMEHEH.

2. B moacucteme mapoipbHOW ayTeHTU(UKALUK JOKHO OBITh YCTaHOBJICHO
OrpaHUYCHHE YKCIIa TOMBITOK BBOJIA TTapoJis (00bI4HO, He OoJee 3).

3. B moncucreme maponpHOW ayTeHTH(HKAIMM [OJDKHA OBITH YCTaHOBIIEHA
BpEMEHHas 3a/Iep>KKa MMPU BBOJIE HEMPABUIHLHOTO MapOJIsl.

Kak mpaBuio, 1j1s momoiy agMUHHUCTpaToOpy Oe3omacHOCTH B (OPMHPOBAHUU
naposieil TMOAYMHEHHBIX €My II0JIb30BaTeNe, YIOBICTBOPSIOMNUX MEPEUNUCICHHBIM
TpeOOBaHUSAM K TapOJsiM, HCIOJIB3YIOTCA OCOOBIE MPOTpaMMbl - ABTOMATHYECKUE
TE€HEPATOPHI MAPOJIEN MOJIb30BATENEH.

[Ipr BBIIOJIHEHWU TEPEYUCICHHBIX TPeOOBAaHUI K MApONIsIM U K TOJCHUCTEME
MapoJIbHON ayTeHTU(UKAIMK, €IMHCTBEHHO BO3MOKHBIM METOJIOM B3JIOMa JIaHHOUN
MOJICUCTEMBI 3JIOYMBIIIJICHHUKOM SIBJISICTCS MpsMoil niepedop maposiei (brute forcing).
B nmaHHOM ciyyae, KOJIMYECTBEHHAs OLEHKA CTOMKOCTM MapoOJIbHOM 3allUThI

OCYILIECTBIISIETCS CIEAYIOIUM 00pa3oM.



KosnyecTBeHHasi OLIEHKA CTOMKOCTH MaPOJIbHOM 3alIUTHI

[Iycte A — MomHOCTh andaBuTa MapoJield (KOJIUYECTBO CHMBOJIOB, KOTOPBIE
MOTYT OBITh MCIIOJIB30BaHbl IPU COCTaBIeHMM Haposid. Hampumep, eciu maposib
COCTOUT TOJIBKO M3 MaJIbIX aHTJIMHCKUX OYKB, TO A=20).

L — niuHa mapoJis.

S=A" - YHUCJIO BCEBO3MOXHBIX MapoJjied IMHBI L, KOTOpbhIE MOXHO
COCTaBUTb U3 CUMBOJIOB adaBuTa A.

V — ckopocTh nepedopa naposieit 3710yMbIIUIEHHUKOM.

T — MakcHMaIbHBII CPOK JEHCTBUA MAPOJIA.

Torpa, BepositTHOCTh P moaOopa maposst 3710yMBIIUIEHHUKOM B TE€YEHHUU CPOKa
ero JierictBus V onpeaesieTcs o cieayriieit hopmyre.

VT VT

P
S A"

Oty ¢dopMmyny MOXKHO HCIONB30BaTh B OOpPaTHYIO CTOPOHY JJi peLIeHUs
CIEYIOLIECH 3a/1a4H:

3AJTAYA. Onpeaenutb MUHUMAJIbHBIE MOIIHOCTG aj(aBuTa napojieil A u 1muHy
napoJieii L, obecrneunBaronx BEpOSTHOCTh MOA00pa MApoJisi 3I0YMBIITUICHHUKOM HE
Oosiee 3aganHoOM P, mpu ckopocTu nmoadopa naposieit V, MakCuMaabHOM CPOKE IEUCTBUS
napoJis T.

JlanHas 3ajadya uMeeT HeogHo3HayHoe perieHue. [Ipu ucxomubix manaeix V,T,P
OJTHO3HAYHO MOJKHO OTPENCTUThH JIMIIh HIDKHIOW TPAHUILy S* YHCiIa BCEBO3MOMXHBIX

naposei. LlenouncineHHoe 3HaUeHUE HUKHEW T'PAHULBI BBIUMCISIETCS IO CIIEIYIOLIEH

dbopmyie
gH— [V*T} (1)

P
rae [ | - uenas gacte uncia, B3ATas C OKPYTJIEHHEM BBEDX.

[Tocne HaxoXACHUST HIDKHEN rpaHuIllbl S* Heo0XoauMo BeIOpaTh Takue A u L s
L
dbopmupoBanust S=A", 4TOObI BHIMOIHSAIOCH HEPABEHCTBO (2).

S*<S= AL )



[Tpu BBIOOpE S, YAOBIETBOPAIOIIEIO HEPABEHCTBY (2), BEPOSTHOCTH MOAOOpa
MapoJisi 30yMbIIITIEHHUKA (TIpH 3a7iaHHbIX V 1 T) OyzieT MeHblle, yeM 3aanHas P.

HeobxoaumMo OTMETUTh, YTO MPU OCYIIECTBICHUH BbluMciIeHU 1o popmynam (1)
1 (2), BeTUYHUHBI JOJKHBI OBITH MPUBEICHBI K OJTHAM Pa3MEPHOCTSIM.

[Tpumep

HNcxoaHble JaHHBIE — P=1O'6, T=7 nueit = 1 venens, V=10 maposieit / MUHyTYy =
10*60%*24*7=100800 maposieit B HEIEITIO.
100800 *1

-6

Torma, S*= [ } =1008 *10°.

Venosuo S*< A" yIOBIETBOPAIOT, HallpuMep, Takue KomOuHarmu A m L, Kak
A=26, L=8 (maponb cocTOuT U3 § MajblX CUMBOJIOB aHrjuiickoro andasura), A=36,
L=6 (maposib cOCTOUT U3 6 CUMBOJIOB, CPEAN KOTOPBIX MOTYT OBITh MaJlbl€ JIATHHCKUE
OYKBBI U IPOU3BOJIBLHBIE IUPPHI).

3ajanne Ha J1a00PaTOPHYIO padoTy

1. B Tabnue 1 HaiiTh ju1s Baliero BapuaHTa 3HadeHUs xapaktepuctuk P,V T, a
TaK)Ke TPYIIIbl CAMBOJIOB, UCIIOJIB3YEMBIX TIPU (POPMUPOBAHUU TAPOJIS.

2. Bpraucnauth MOMHOCTEL andaBuTa mapojied A, COOTBETCTBYHIIyI0 Bamemy
BapUAHTY.

3. Beraucnuts mo popmyne (1) HuxHIO0 rpanuity S* mis 3amanaeix P,V,T.

4. 3nas MouiHOCTH andaBuTa mnaposied A, BBIYUCIUThD MUHUMAIBHYIO JJIUHY
napoJisi L, mpu KOTOPOM BBITIOJHSIETCS ycioBue (2).

5. Peanm3oBaTh Ha S3BIKE NPOTPAMMHPOBAHUS TPOTPAMMY, PEaTU3YIONTYIO
reHepaTop Mapojiell ¢ XapaKTepUCTUKaMH, COOTBETCTBYIOIIMMH Baimemy Bapuanrty.
[Iporpamma nomkHa GOpMHUPOBATH CIYYaHYIO TTOCIICIOBATEIHPHOCTh CUMBOJIOB JIJIMHBI
L, MOJDKHBI HMCHOJB30BAaThCS CHUMBOJBI M3 TEX TPYI, KOTOpPHIE BbIIaHBI Barmremy
BapUaHTY.

3amevanus: Ilpu peanusammu mporpaMMbl MOTYT OBITh TIOJIC3HBI CJICAYIOIINC
KOJIbI CHMBOJIOB

Koapl aHTIHIACKUX CUMBOJIOB : «A»=65,...,«Z»=90, «a»=97,..., «z2» =122.

Konpr mudp : «0» =48, «9» = 57.



1-33,“-34,#-35,$-36,%-37, &-38, -39, (-40,)-41,*- 42
Kogbl pycckux cUMBOJIOB @ «A» - 128, ... «S» - 159, «a» - 160,..., «o» - 175, «p»
-224,..., «a» - 239.

KOHTpOJILHbIe BOIIPOCHI

1. Uto nonumaercs 1moa  uacHTU(HUKaMEd W ayTeHTUUKaIuen
MOJIb30BaTENS?
2. Yewm ompenenseTrcs CTOMKOCTh K B3JIOMY MOJCHUCTEMbI WICHTU(UKAIIUN H

ayTeHTU(UKALIUY TI0JI30BaTENS?

3. [lepeunciure OoCHOBHbIE TpeOOBaHUS K BHIOOPY Hapojs U K pean3aluu
MO/ICUCTEMBI TAPOJIbHON ayTeHTU(PUKALIUU [TOJIH30BATENS.

4. Kak KOJIMYECTBEHHO OLEHUTh CTOMKOCTh IIOJCHCTEMBI IAPOJIBHOU
ayTeHTHU(PUKALHUH K B3IIOMY?

S. Kak wW3MEHMTCS CTOMKOCTH K B3JIOMY IIOACHCTEMBI IAapOJIBHON

ayTeHTU(PUKAIUU MIPU yBelndeHuu xapakrepuctuk P,V,T? Ilpu ux ymenbiienun?

Bapuan | P V T Hcnonv3yemvie epynnvi cumgo108 napos
T
1 10™ 15 maponeit/mun | 2 HeaeIH . Hudpsr (0-9)
. JlatuHCKue cTpouHbIe OYKBBI (8-2)
2 10® 3 maponeit/MuH 10 muHeit . JlatuHCcKUe ponucHbie OYKBbI (A-Z)
. Pycckue crpounsie OykBbI (a-51)
3 10° 10 maponeit/Mmun | 5 mHEH . Pycckue nponrcubie OykBbI (A-51)
. CriennajibHble CUMBOJIBI.
4 10 11 maponeit/mun | 6 nHei . Hudpsr (0-9)
. JlatuHCckue nponucHbie OYKBbI (A-Z)
5 10™ 100 12 nueit . Pycckue nponuchblie 6ykBbI (A-51)
napoJsieil/1eHb . JlaTuHCKHE CTpOYHBIC OYKBBI (8-Z)
6 10® 10 maponeii/nens | 1 mecsiy . Pycckue crpounsie OykBbI (a-51)

. CenmasibHBIE CHUMBOJIBI.

. Pycckue crpounblie OykBbI (a-51)

1
2
1
2
1
2
1
2
1
2
1
2
7 10° 20 nmaponeit/mMmun | 3 Henenu 1. Hudpst (0-9)
2
1
2
1
2
1
2
1
2
1
2
1

8 10”7 15 maponeii/mun | 20 nHei . JlaTuHCKHME CTpOYHBIE OYKBHI (8-Z)
. JlatuHCckue nponucHbie OyKBbI (A-Z)
9 10™ 3 maposneit/MuH 15 nueit . Pycckue nponuchbie OyKkBbI (A-51)
. Pycckue crpounbie OykBbI (a-51)
10 10® 10 maponeit/mun | 1 Hexens . Hudpsr (0-9)
. CnenmansHbBIE CUMBOJIEL.
11 10°® 11 maponeit/mun | 2 HeaeTH . Hudpsr (0-9)
. Pycckue nponmcubie OykBbI (A-5)
12 10”7 100 10 nueit . JlaTuHCKHE CTpOYHBIC OYKBBI (8-Z)
napoJieit/aeHp . Pycckue nponucHblie 6yKkBbI (A-51)
13 10™ 10 maponeii/nens | 5 muei . Hudpsr (0-9)




. JlaTuHCKHE cTpOUHbIE OYKBHI (8-Z)

2
14 10® 20 maponeit/Mmun | 6 nHEH 1. Jlatunckue nponucHbie OykBbI (A-Z)

2. Pycckue ctpounbie OyKBBI (a-51)
15 10°® 15 maponeti/mun | 12 nHei 1. Pycckue nponucHbie OykBbI (A-51)

2. CnenuanbHble CUMBOJIBI.
16 107 3 mapousieit/MuH 1 mecsiny 1. Iudpsr (0-9)

2. Jlatunckue nponucHeie OykBbI (A-Z)
17 10" 10 maponeli/MmuH | 3 Hexenu 1. Pycckue nponucHbie OykBbI (A-51)

2. JlatuHckue cTpouHbIe OyKBHI (8-Z)
18 10° 11 maponeti/mun | 20 nHe 1. Pycckue crpounbie OyKBHI (a-51)

2. CnenuanbHble CUMBOJIBI.
19 10° | 100 15 mueit 1. Liudpst (0-9)

napoJieii/aeHp 2. Pycckue ctpoynbie OyKBHI (a-51)

20 107 10 mapouneii/nenp | 1 Hegens 1. JlatuHCKHE CTpOUHBIE OYKBHI (2-2)

2. Jlatunckue nponucHeie 0ykBbl (A-Z)
21 10" 20 maposieii/MuH | 2 HeJeH 1. Pycckue nponucubie OyKBbI (A-51)

2. Pycckue ctpouHbie OyKBEHI (a-51)
22 10” 15 maponeit/mun | 10 gHei 1. Hudpsr (0-9)

2. CrennaabHble CUMBOJIEL.
23 10°® 3 mapoJeit/MuH 5 nHei 1. Hudpsr (0-9)

2. Pycckue nponucubie OyKBbI (A-5)
24 10”7 10 maponeit/mun | 6 mHEH 1. JlatuHckme cTpouHbIe OyKBHI (8-Z)

2. Pycckue nponucubie OykBbI (A-5)
25 10™ 11 maponeii/mun | 12 nuei 1. Hudpsr (0-9)

2. JlaTuHCKHUE CTPOYHbIC OYKBBI (8-Z)
26 10° 100 1 mecsn 1. JlatuHckue nponucHbie OykBbI (A-Z)

napoJieit/ieHp 2. Pycckue cTpoyHble OyKBBI (a-51)

27 10° 10 maponeii/nens | 3 Henenu 1. Pycckue nporncHbie OykBbI (A-5)

2. CennanabHble CUMBOJIEL.
28 10”7 20 maponeit/mun | 20 gHEH 1. Hudpsr (0-9)

2. Jlaturckue npomnucHbie 0ykBbl (A-Z)
29 10™ 15 maponeii/mun | 15 nHeit 1. Pycckue nponucHbie OykBbI (A-5)

2. JlaTuHCKHME CTPOYHbIC OYKBBI (8-Z)
30 10® 3 mapouieit/MuH 1 Henens 1. Pycckue ctpouHble OyKBBI (a-51)

2

. CenmasibHBIE CHUMBOJIBI.




JlaGopaTopnas padora Ne 2
Peanu3anusi noJTUTHK HH(OPMALMOHHOM 0e3onmacHocTH. /{uckpennonHas
MO/1eJIb MOJUTUKHU 0€30NIACHOCTH
Hear — wusydeHue mnpodOIeMaM pealn3alii TMOJUTHK WHGOPMAITMOHHON
0€30MacHOCTH B KOMIIBIOTEPHBIX CUCTEMAaX Ha MpUMepe AUCKPEITMOHHON MOJIEIIH.
HoanTnku 0e30macHOCTH

[Ton mDomuTukoil Oe30macHOCTH MOHUMAeTcs Habop HOpPM, TMpaBUI H

IPAKTUYECKUX IIPUEMOB, KOTOPBIE PETYJIUPYIOT YIPABIECHUE, 3aLUTY U pacIpeieiIcHue
neHHoii wuH@opmammu. [lomuTrka Oe€30MacHOCTH 3aJaeT MEXaHU3MBI YIIPAaBJICHUS
JI0CTyma K OOBEKTY, OMpeneseT KaK pa3pelieHHble, TaK W 3alpelICHHBIC THUIIBI
JOCTYIOB, perinaMeHTupyet noseneHue C3U B pa3muyHbIX CUTYaLUSX.

[Tpu BBIOOpE W peanu3anny MOTUTUKH OE30MMaCHOCTH B KOMITBIOTEPHOUW CHUCTEME,
KaK MpaBujio, pabOTaIOT CIAEAYIOUINE [Iark:

1. B uHQOpMALMOHHYIO CTPYKTYpPY BHOCHUTCS CTPYKTypa LEHHOCTEH
(ompenensieTcsl LEHHOCTh MH(MOpPMAaLUK) U MPOBOJUTCA aHAIU3 YIPO3 U PUCKOB IS
uHdopmaruu U HTHHOPMAIIMOHHOTO 0OMEHa.

2. OnpenensdroTcs: MpaBuUiia UCMOIb30BAHUS ISl JTHO00r0 MH(MOPMALIMOHHOTO
mpolecca, npaBa JOCTyNa K 3JeMEHTaM HMHQOpMalM C Y4E€TOM JaHHOM OLEHKU
LIEHHOCTEH.

Peanmzamuss monuTuky 0€30MacCHOCTH  JIOJDKHA OBITh YETKO TPOAyMaHa.
Pesynbrarom omumb04YHOro wuiaM O€3IyMHOr0 ONpPENENICHUsS MpaBUJl  TOJUTUKU
0e30MacHOCTH, KaK NpaBWiO, SBISETCS pa3pylIeHHE LEHHOCTH HHpopMmanuu 0e3
HAPYIICHUS TOJIUTHKH.

CymiecTByeT psx MOJACICH TMOMUTHK O€30MacHOCTH, OTIMYAIONINXCA T10
BO3MOXKHOCTSIM 3aIIUTHI, TT0 KAUYECTBY 3aIUTHI, IO 0COOCHHOCTSIM peanu3anuu. OIHOMI
U3 CaMbIX MPOCTBIX M PACIPOCTPAHEHHBIX MOJIEIEeH MOJUTHK 0€30MacHOCTHU SIBISIETCS

JUCKPCIMOHHAA ITOJIMTHUKA.



Huckpeyuonnas nonumuxa 6e3onacHocmu

[Tycth O — MHOXECTBO OOBEKTOB KOMITBIOTEPHON CHUCTEMBI, HaJ KOTOPHIMH
MOTYT TPOHM3BOAUTHCA pa3IudHble omepanud, U — MHOXECTBO IOJIb30BaTeNeH
(CyOBEKTOB) KOMIBIOTEPHOW CHUCTEMBI, KOTOPBIE MOTYT TPOW3BOAWTH OMEPAIMHA HaJ
00BbEKTaMH, S — MHOECTBO BCEBO3MOXXHBIX OIepanuil (JIeHCTBUM) CyOBEKTOB Hal
00BbEKTaMHU.

JluckpeniMoHHasi TOJUTHKA O€30MacHOCTH OmpeaeNsier oToOpaxkeHue O -—>U
(0OBEKTOB Ha TOJIK30BATENICH-CYyOBEKTOB). B COOTBETCTBUU C JaHHBIM OTOOpaKEHUEM,

KaxApli  00bekT O;€0  00BABIAETCS  COOCTBEHHOCTBIO  COOTBETCTBYIOIIETO
nmoib3oBaTenss U, eU, KOTOphIE MOKET BBHINIOJHATH HaJl HHUMH OIPEICICHHYIO
COBOKYITHOCTh JEHUCTBHI S, — S, B KOTOPYIO MOTYT BXOJUTh HECKOJIBKO AJIEMEHTAPHBIX

JNeUCTBUN (uTeHUe, 3amuch, Moaudukanus u T.4.). [loap3oBarenb, SBISIONIUICS
COOCTBEHHMKOM OOBEKTa, MHOTJIa MMEET MNpaBO INepeAaBaTh 4YacTh WM BCE IIpaBa
JPYTUM T0JIb30BaTeNsAIM (00J1ajlaHue aAMUHUCTPATOPCKUMHU MTPABAMH).

VYka3zaHHple TpaBa  JOCTyNma  MOJb30BAaTEIC-CYOBEKTOB K  OOBEKTaM
KOMITBIOTEPHOM CHCTEMBI 3alliCBhIBAIOTCA B BuUAE Tak HaszbiBaemMoil MATPHUIIbI
JIOCTYIIOB. Ha mnepeceueHuu i-0if CTPOKHM M J-Oro CTOJOIA JAaHHOW MAaTPHIIBI
pacrosaraeTcst eMeHT Sjj — MHOXKECTBO Pa3peIleHHbIX JEHCTBUIL j-0oro cyObexTa Haj
I-bIM 00BEKTOM.

Hpumep

[Tycts uMeeM MHOXECTBO W3 3 mosb3oBaTeneii-cyorexkToB O={AaMuHICTpaATOD,
['octe, Ilons3oBarens 1} u MHOXkecTBO U3 4 00bekTOB U={Daiin 1, ®aitn 2, CD-RW,
®dnonnu-JIUCKOBOI } .

[TycTh MHOXKECTBO BO3MOXHBIX NEUCTBHMA BKIIOUAeT clenyromue: S={Utenue,
3anuce, llepemaua mpaB}. Kpome 3Toro, cymecrtByer 1aBa MOMOJHUTEIBHBIX THIIA
onepanuii - «llosabie mpaBay, «llomubid 3amper». [euctBue «llonHble mpaBa»
pa3pelliaeT BBINOJHEHUE BCEX W3 IMEpPEUUCICHHbIX 3 aeicTBuil, «I[lomHbIl 3amper»
3alpelIacT BBINIOJHEHUE BCEX W3 BBILIENICPEUYUCICHHBIX AcucTBUi. [IpaBo «llepenaua

MpaB» MO3BOJIAET NepeaaBaTh CyObEKTY CBOU MpaBa Ha OOBEKT IPYroOMYy CYObEKTY.



B JaHHOM CJIydac, MaTpuna JA0CTyIla, OIIMChIBAromas AUCKPCIMOHHYTO

MOJINTUKY 0€30MaCHOCTH, MOKET BBITJIAETh, HAIPUMED, CIEAYIOLIUM 00pa3oM.

Taomuna 1
. . donmnu-
O6bekT / Cyobekt | ®aiin 1 Qaiin 2 CD-RW
- - JTMCKOBO/T
[TonHbIE [TonHbIE [TonHbIE
A ZIMUHUCTpATOP [Tonneie npaBa
npaBa paBa rpaBa
I'ocTh 3anpet UreHne UreHue 3amper
Urenne .
’ Yrtenue, ITonubie IHonubii
ITonw3oBaTens 1 nepeaaya
- 3aIuCh mpaBa 3amnpeT
paB

Hanpumep, [Tonp3oBaTens | nmeer npaBa Ha yTeHne u 3anuch B Oain_2.

[Tonp30BaTens 1 mMoxkeT mepenars cBoe mpaBo Ha yreHue u3 Painma 1 apyromy
nosnb3oBatento. Eciou Ilons3oBarens 1 nepemaer mpaBo Ha ureHue Kk Daiimy 1
nonb3oBarento ['octe, TO y monp3oBaTens ['0CTh NOABIAETCS IIPAaBO YTEHUS W3
@aiina_1, COOTBETCTBEHHO MOIU(ULIUPYETCS MaTpULA JOCTYIIOB.

IHopsinok BbINOIHEHHS PAadOTHI

[Tyctb MHOXECTBO S BO3MOXHBIX OIEpanuii CyOBEeKTOB HaJ O0O0bEeKTaMu
KOMITBIOTEPHOU CHUCTEMBI 3amaHo B Buue: S = {«Jloctynm Ha urenue», «[locTtym Ha
3anuchy, «llepenaya mpas»}.

1. Tlomyuure u3 Tabnuiel 2 UHPOPMAIIUIO O KOJTUYECTBE CYOBEKTOB I 0OBEKTOB
KOMITBIOTEPHOM CUCTEMBI, COOTBETCTBEHHO BaieMy BapuaHry.

2. PeanusyiiTe mTporpaMMHBIA MOAYJb, (OPMHUPYIOUINI MaTpPUIly AOCTYIIOB
CyOBEKTOB K OOBEKTaM KOMIIBIOTEPHOM CHCTEMBI B BHJIC, aHAJOTHMYHOM TaOiuie 1.
Peanm3zanust faHHOTO MOAYJIS MOAPA3yMEBAET PEANM3ALIMIO CIEAYIOIIUX IIATOB:

2.1. BoiOparb  uaeHTHU(UKATOPHI  MOJB30BATENEH, KOTOpbIE OyayT
UCIIOJIB30BaTbCd NPU MX BXOAE B KOMIIBIOTEPHYIO cUCTEMYy (IO  OAHOMY
UIAEHTU(UKATOPY ISl KQXKIO0TO TOJIb30BaTelisd, KOJIMYECTBO MOJIb30BaTENEeH 3a/1aHO JJIst
Bamero Bapuanta). Hampumep, mMHOXecTBO u3 3 UACHTU(HUKATOPOB IMOJIh30BaTENICH
{Ivan, Sergey, Boris}. OnuH u3 gaHHBIX UACHTU(DUKATOPOB JOJDKEH COOTBETCTBOBATh
aIMUHUCTPATOPY KOMIIBIOTEPHOU CHUCTEMBI (MOJB30BATENI0, 00JIaJal0eMy MOJHBIMU

MpaBaMU KO BCEM OOBEKTaM).
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2.2. Co3nmath ® CIy4alHBIM 00pa3oM 3alMoJHUTh MATPHUILy JOCTyIMa
CyOBEKTOB K O0BEKTaM B BHUJE, aHAIOIMYHOM Tabnuue 1. [Ipu 3amomHeHun MaTpuubl
y4ecCTb CIEAYIOIIEE:

2.2.1. Opun u3 MOJIb30BaTENCH-CyObEKTOB JOJKEH SIBJISITHCS
aMUHUCTPATOPOM CHUCTEMBI. [[7s Hero mpama J0CTyna KO BCeM OOBEKTaM CHUCTEMBI
JIOJIKHBI OBITh BBICTABJICHBI KaK TOJHBIE.

2.2.2.  Tlomb3oBaTenh MOXKET UMETh HECKOJBKO MPaB JOCTYIa K HEKOTOPOMY
00BEKTY KOMITBIOTEPHON CUCTEMBbI, UMETh MOJHBIE MTPaBa, JIMOO0 COBCEM HE UMETh MPaB.

3amMeuyaHue Mo peaju3aluu

Jlmst  peayM3anuu TIPOTPAMMHOM  MOJENHM  MATPHUIBI  JOCTYIOB  MOYKHO
UCIoNb30BaTh MaccuB pasmepHoctd M X N, rae M — konuyectBo cyOobekToB, N —
KOJINYECTBO OOBEKTOB.

[IpaBa pgocTynmoB B sUeWkax MaTpHUIbl JOCTYIIOB MOHO KOJHPOBATH

TpexOUTHBIMU uKciiaMu oT 0 710 7, HapuMep, B CIEIYIONIEM BU/IE:

but nocrymna no yreHuro but nocrymna no 3anucu | but nepenaun npas

Torz[a, COOTBCTCTBHC MHOKCCTB THUIIOB JOCTYIIOB M COOTBCTCTBYIOIIINX 3HAYCHUM

B MaTpHIle JOCTYNOB OyET ClieayroIIee:

JlecsiTHYHOE YHCIIO JIBouuHOE YMCII0 Pa3pemiennbie THIIbI
A0CTYIIOB

0 000 [TonHeIit 3anper

1 001 [Tepenaua npas

2 010 3anuch

3 011 3amuce, [lepenaua mpas

4 100 Utenue

5 101 Urenwne, [Tepenaua npas

6 110 Urenue, 3anuch

7 111 [TonHeIi1 nocTyn

3. PeanmzoBaTh  mpoOrpaMMHBIA ~ MOJIYyJb,  JIEMOHCTPUPYIONUNA  padboTy
MOJIH30BATENS B JUCKPEIIMOHHOW MOJIENH TMOJUTHKUA Oe30macHOCTH. J[aHHBIH MOIYIh

JIOJIKEH BBIMOJHATD CAEAYIOMNE (PYHKITUU:
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3.1. Ilpu 3amycke Moyl JOJDKEH 3alpaliuBaTbCsl  HUASHTHU(PHUKATOP
MoJib30BatTeNsl (JAODKHA TMPOBOJUTHCS WIASCHTH(HUKAIMS TMOoib3oBatensi). B ciydae
yCHEIIHON UJIEHTU(DUKAIIMY MTOJIB30BATENS JOJKEH OCYIIECTBIATHCS BXO/l B CUCTEMY, B
Ccllydae HEYCIEUTHOW — BBIBOJUTHCS COOTBETCTBYIOIIEE COOOIICHHE.

3.2. Ilpu Bxoze B cucTeMy MocJie YCIEIHONW UASHTU(UKAIIMY TT0JIb30BaTENs], Ha
AKpaHEe JIOJDKEH pacleyaThiBaThCsl CIHUCOK BCEX OOBEKTOB CHUCTEMBI C YKa3aHUEM
MEpPEeYHs] BCEX JAOCTYIHBIX MpaB JOCTYNa HACHTHU(PUIMPOBAHHOIO IOJIb30BATENS K
JaHHBIM 00BbEKTaM. BBIBOJ] MOKHO OCYIIECTBUTh, HAIIPUMED, CIEAYIOIIUM 00pa3oM:

User: Boris

N nenTudukaius npouuia ycueuHo, 100po moxanoBaTh B CUCTEMY

IIepeuenp Bamux mpas:

O6nbektl: Yrtenue

OO0bekT2: 3amper

OOnext3: UYrtenwme, 3anmmch

O0bexT4: IlonHble mpaBa

Kny Bamux ykazaHuu >

3.3. Ilocne BbIBOJIa HA PKpaH MEpPEUHs MpaB JOCTYyIa MOJb30BaTENs K 00BbEKTaM
KOMIIBIOTEPHOW CHUCTEMBI, MpOrpaMma JOJDKHA KOaTh YKa3aHWMl MOJb30BaTeNsl Ha
OCYIIECTBJICHUE JEUCTBUI Haa O0ObEeKTaMH B KOMIIbIOTEpHOM cucteme. Ilocne
MOJIy4eHHUs] KOMaHJbl OT MOJIb30BaTelIsd, HA SKPaH JOJHKHO BBIBOAUTHCS COOOIIEHHE 00
YCHENIHOCTU MO0 HE YCMENTHOCTH orepanuu. [Ipu BhINMOMHEHUN Oomepaiuy nepeaadu
npaB  (grant), gomxHa MoAMUIMPOBATBCA  MaTpulla AocTynoB. JlobkHa
MOJIZICP)KUBATLCSL  OTepals BBIXOJAa W3 cHUCTeMbl (QUit), TOCiIe KOTOpPOH JIOJDKECH
3ampaiimBaThCs IPYro WACHTU(GUKATOP MOJIb30BaTeNs. J(namor MOKHO OPraHU30BaTh,
HaInpuMep, CIASAYIOIUM 00pa3oM:

XKny Bamumx ykazanuii > read

Han kakum 00beKTOM npou3BOAUTCS oneparus? 1

Oneparus npoiuia yCrnemnHo

XKy Bammx ykazaHuit > write

Han xakum 0OBEKTOM POU3BOAMTCS oneparus? 2
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OTka3 B BbINOJHEHNH oniepauy. Y Bac HeT nmpaB [Jid ee OCyIEeCTBICHUS

JKny Bammx ykasanuii > grant

[IpaBo Ha Kakol 0OBEKT mepenaercs? 3

OTka3 B BbINOJHEHNH oniepauy. Y Bac HeT nmpaB AJid ee OCyIEeCTBICHUS

Kny Bammx ykaszanuii > grant

[IpaBo Ha kakoi 00BEKT nepenaercs? 4

Kakoe npaBo nepenaercs? read

Kakomy nonb3oBarento nepeaaercs npaso? Ivan

Onepanys npouuia yCremnHo

Kny Bammx ykazanuii > quit

Pabora monw3oBatens Boris 3aBepiena. /o cBuganus.

User:

3amMeuaHue Mo peau3annu

JIJ1st KOHTPOJIE BO3MOKHOCTH 33JJaHHOTO THUIIA IOCTYIA B paMKax IPeII0KEHHON
BBIIIE MPOrPaMMHOA  MOJENH HEOOXOJUMO TPOBEPUTH PABEHCTBO  EIUHULIE
COOTBETCTBYIOLIErO0 OWTa YHUClIa B sS4Yeilke MaTpHlbl JOCTYHOB. [[is 3TOro MOXHO
BOCITIOJIb30BaThCS CBOMCTBAMHU OIEpaluii LIEJIOYUCIEHHOTO JENEHUs S B3ATHUS OCTaTKa
OT JIeJICHUS Ha 2.

s Toro, 4TtoObl MPOBEPUTH PABEHCTBO N-ro OWTa HEKOTOPOIrO 4YHUCIAa Ha
PABEHCTBO CAMHMIE HEOOXOAMMO LETOYMCICHHO MOACINTh 5T0 unciao Ha 2" u
IIPOBEPUTHh HA HEYETHOCTh NOJIydyMBIIEECS 4UCIO. Eciau mocie aelieHds MOJy4YHIIv
HEYETHOE YHUCJIO, TO N-bId OUT UCXOAHOTO YMCIIA PABEH €IMHUILIE, MHAYE — PABEH HYIIIO.

IIpumep

[IpoBepuTh BO3MOKHOCTH AocTyma 1o 3anucu [Tons3oBatens 2 k @aiiny 3.

1. Bepem nneMeHT MaTpHIlbl JOCTYNOB, HAXOISAIIMIICA Ha MEPECEYECHUU BTOPOU
CTPOKH U TpeThero ctondua. IlycTs 3TOT 35emeHT paBeH 3.

2. JIns KOHTpOJST BO3MOXKHOCTH JOCTYIA MO YTEHHIO, HEOOXOIMMO NMPOBEPUTH

PaBE€HCTBO BTOPOTO OuTa 4Kcia Ha CAWHUILY. I[J'IH 3TOT'0 LECJIOYHUCIICHHO ITOACIIMM YHCIIO

3ma 2%'=2.
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3 .
3. {2 =1 - YUCII0O HEYETHOE, TO €CTh BTOPOIl OMT umucia 3 paBeH eIUHUIIE, TO

ecTb goctyn no 3anucu [lonp3oBarens 2 k @aiiny 3 pa3pelieH.

4. IlporecTupoBaTh  pEAIM30BaHHYID  I[POrpaMMy,  IPOJEMOHCTPHPOBAB
peann30BaHHYIO MOJEIb JUCKPEUUOHHON MOIUTUKH O0€30MTaCHOCTH MPENOAaBaTEIIO.

KoHTpoJibHBIE BONIPOCHI

1. Yrto moHMMAETCs MO/ MOJUTUKON 0€30MaCHOCTH B KOMIIBIOTEPHOU crcTeMe?

2. B dem 3aknroyaeTcss MOAENb AUCKPEIMOHHOW MOJUTHUKU O€30MacHOCTH B
KOMITBIOTEPHOU CUCTEME?

3. Uto moHmMMaeTcs TOJ MATpHUIEH J0CTyma B AUCKPEIIMOHHOW MOJIUTUKE
6e3onacHocTu? YTo XpaHUTCs B JaHHOW MaTpuue?

4. Kakue neicTBUs MPOU3BOMAITCS HaJ MaTpUIIEH TOCTyNa B TOM cliydae, Korja
OJIMH CYOBEKT mepenaeT JApyromy CyOBEKTy CBOM IIpaBa JOCTyNa K OOBEKTY

KOMHBI-OTCpHOﬁ CHUCTEMBI?
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Tabmuma 2

BapuanTt

KonnuecTBo cyOBEKTOB
nocTyna (1moJib30BaTeNei)

KoandecTtBO 00BEKTOB
J0CTyTa

5

OINOOTPRWN -

oo oulswBlooNolusw BSloloNo|lohw SloloNoolsag

oo~ ~rlwWoOll~llwO|Ol|lA|lRlWO|OT|AjfhlWwOOIlA|~lWO |01~
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JlabopaTtopHasi paGora Ne 3
ManjgaTHble NOJUTHKH O0e3onmacHocTH. IlosmuTuka 0e3onacHoctu besa-
JlallagyJabl
Llenv pabomsi — W3YYNTh MaHJATHBIE MOJCIU TIOJUTHUK OE30MacCHOCTH, a TaKKe
O0COOCHHOCTH UX pealn3aiuu. M3yuynTh OCHOBHBIE TOCTOMHCTBA M HEAOCTATKU JaHHBIX
mozenei. [lozHakoMuThes ¢ MpoOIeMOi CUCTEMBI Z.
IMoauTuKH 0€30aCHOCTH

HOI[ ITOJINTUKON 0€30IMacCHOCTH TOHUMAETCS Ha60p HOPM, IIPpaBHII WU IIPAKTHYCCKUX

PEKOMEHAAIMN, KOTOPBIE PErYJUPYIOT YIPABICHHE, 3alIUTY U PaCIpeIeIeHUe HEHHOU
uHpopmanuu. Ilonmutrka 0€30MacHOCTH 3a/Ja€T MEXAaHW3MBbl YIOpPaBJICHHUS AOCTyNa K
OOBEKTYy, ONpEeNeNseT Kak pa3pelleHHble, TaK M 3allpellleHHble THUIBl JOCTYIIOB,
pernamentupyet noseaeHne C3U B pa3IMUHBIX CUTYAIUsIX.
Peanuzanus noauTuku 0€30MaCHOCTU JOJKHA OBITh YETKO MpoJyMaHa. PesynbraTom
OLIMOOYHOIO WM OE3AyMHOr0 OIpENeNeHUs] MpPaBUJl MOJUTHKUA OE30MacCHOCTH, Kak
MIPaBUJIO, SIBJIAETCS pa3pylIeHHE LIEHHOCTU UH(popMalu 0e3 HapyIIeHUs TOJTUTUKH.
CymiecTByeT psii MoJiene NOJUTHK 0€30aCHOCTH, OTJIMYAIOIIUXCS 110 BO3MOXHOCTSAM
3aILUTHI, IO KAYECTBY 3aLIUTHI, 10 OCOOEHHOCTSAM peainu3anui. ba3oBbIMU MONUTHKAMU
0€30MacHOCTH B KOMIBIOTEPHBIX CHUCTEMax SIBJISIOTCS JUCKPELIMOHHAs U MaHAaTHas
MOJINTUKU OE€30MaCHOCTH.

Hcexoanas MaHAaTHAsl MOJIMTHKA 0€3011aCHOCTH

IlycTh B KOMIIBLIOTEPHOM CHCTEME OIPENeeHO MHOMKECTBO CyOBEKTOB J0CTYyIa
S ={8;}, i, n mHOKecTBO 06BEKTOR HocTyma O ={0;}, ;.

HcxomHas MaHmaTHas TOJUTHKA yhpasieHus poctymoMm (Mandatory Access) B

KOMITBIOTEPHOU CHCTEME 0a3upyeTcsl Ha CIEAYIOIIECH IPYIIe aKCUOM.

1. BBomurcs MHOXKECTBO aTpuOyTOB O€30MacHOCTH A, DBJIEMEHTBI KOTOPOTO
YIOPSAIOYECHBI C MOMOIIBIO0 YCTAHOBJICHHOTO OTHOIICHUSI JOMUHUpOoBaHUs. Hampumep,
st Poccum  xapakTepHO HCMOJIB30BAHME  CIICMYIONIETO MHOXECTBAa  YPOBHEH
6e3onacHoct A={otkpsiTo (O), koHpuaeHuuanbHo (K), cekperno (C), COBEpIIEHHO

cekpetHo (CC), ocobas BaxxHocTh (OB)}.
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2. Kaxnomy o00bekTy O; €O KOMIBIOTEPHOH CHCTEMBI CTaBUTCS B COOTBETCTBUE
aTprOyT OC30IACHOCTH X, €A, KOTOPBIl COOTBETCTBYeT LEHHOCTH O0BEKTa O; U

HA3BIBACTCS €TO YPOBHEM (2pUGhom) KOHGUOEHYUATbHOCTIU.

3. Kaxgomy cyOBeKTy S; €S KOMIIBIOTEPHOM CHCTEMbI CTaBUTCS B COOTBETCTBHE
aTpuOyT O€30MaCHOCTH Xs € A, KOTOPBIM Ha3bIBAETCA YpOGHeM O00NnycKka CyObeKTa M

paBeH MaKCHUMaJIbHOMY M3 YpPOBHEH KOH(MUIEHIMAIBLHOCTH OOBEKTOB, K KOTOPOMY

CyOBeKT S; OyaIeT UMeTh JOIYCK.

4. Ecmu cyOBbeKT S; MMEET YpPOBEHb JOIyCKa Xs, & OOBEKT O; MMEET YPOBEHb
KOH(MIACHIMATIBHOCTH X, , TO S; OyIeT UMETh JOIyCK K O; TOrAa W TOJBKO TOT/A,
KOTJIA X 2 Xo -

Ipumep 1
[Iyctb B KOMIBIOTEPHOM cHCTEME 33JaHO MHOXKECTBO U3 4 CyOBEKTOB Jo0CTyma
S={Administrator, Userl, User2, Guest} u mHoxxectBo u3 5 o0bekToB O={FILE1.DAT,
FILE2.TXT, FILE3.TXT, CD-ROM, FDD}. MuoxectBo aTpu0yToB 0e30macHOCTH A
KOMITBIOTEPHOU CHUCTEMBI OITPEIEIICHO Kak A={NONCONFIDENTIAL,
CONFIDENTIAL, SECRET, TOP SECRET}.
[TycTh ypoBHU KOH(PUACHINAILHOCTH OOBEKTOB OMPEIEICHBI CIEAYIOIUM 00pa3oM:
FDD — NONCONFIDENTIAL.
CD-ROM — CONFIDENTIAL.
FILE1.DAT — SECRET.
FILE2. TXT — SECRET.
FILE3.TXT — TOP SECRET.
[TycTh ypoBHU f0MycKa CyObEKTOB OMPEIENICHbI CASAYIOUIIM 00pa3oM:
Administrator — TOP SECRET.
Userl — SECRET.
User2 — CONFIDENTIAL.
Guest - NONCONFIDENTIAL.
Torna,

cyobekT Administrator OyaeT uMeTh A0MYCK KO BCEM 00bEKTaM;
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cyorekt Userl Oymer umers nmomyck k oOwekram FDD, CD-ROM, FILE1.DAT,
FILE2.DAT,

cyobekT User2 Oyaet umethb nonyck k oobsekram FDD, CD-ROM,;

cyonrekt Guest OyaeT IMeTh TOIMyCK TOJIbKO K 00BhekTy FDD.

OcHoBHOM HEJIOCTATOK MCXOAHOM MaHAATOM IOJMTHUKHU 0€30IaCHOCTH — BO3MOXKHOCTh

yTeUKH MHGPOPMAIMKM CBEPXY BHHU3, HAIPUMEP, C TOMOIIBI0 peaTH3alii «TPOSHCKHUX
KOHEI», 3allyCKaeMbIX C MAKCUMaJIbHBIMU MPUBHIECTUSIMU U CIOCOOHBIX 3alUCHIBATH
uH(pOpPMAIIMI0O HAa HWXKHHUE YPOBHU, OTKyJa €€ MOTryT CUMTaTh IIOJIb30BATENIH C
MEHBIIIMMU TPUBUIICTUSIMH.

[IpencraBiieHHBIM HEIOCTATOK OTYACTH DPEIIAeTCs B MOJUTUKE Oe3omacHoctu benna-
Jlallamymna.

Manoamuasn modenv nonumuxu 6ezonacnocmu benna-Jlallaoyna (BJIM)

Mopnens BJIM 6a3upyertcs Ha 2 cBOMCTBax 0€30MacCHOCTH.

[TepBoe CBOMCTBO aHAIOTMYHO UCXOHOM MaHIaTHON MOJIETTH TIOJUTUKHU 0€30M1acCHOCTH.
CaoiictBo NRU (not read up) - «HET YTEHHS BBEPX», TJIACHT, YTO CYOBEKT S,

VMEIOIINK YPOBEHb JIONYCKA X , MOXKET 4HMTaTh HMH(OpManuio u3 o0bekta O ¢
YPOBHEM 0€30I1aCHOCTH X, , TOJBKO €CIH X, <X .

Bropoe cBoiictBo Mozenu BJIM mo3BoJiI€T OTYACTH PEUINTh NPOOJIEMY YTEUKH
uH(pOopMaIuu cBepXy BHU3.
CpoiictBo (NWD) (not write down) - «HeT 3amucu BHU3», TJIACUT, YTO CYOBEKT Sj,

MMEIOLINK yPOBEHb JOIyCKa Xy , MOXET 3aIMKMChIBaTh MH(OpManuio B 00bekT O ¢
>
YPOBHEM OC30IaCHOCTH X, , TOIBKO €CIU X, =X -

Beenenue coiictBa NWD paszpemaer npo0OiieMy TpPOSHCKUX KOHEH, TaK Kak 3aluCh
nHpopmanuu Ha Oosiee HU3KUI ypOBEeHb O€30MACHOCTH, TUIHUYHAS JJISI TPOSIHCKUX
KOHEM, 3ampenieHa.

B nonutuke benna-Jlallagyna cyOBeKT MOKET MOHU3UTH CBOW YPOBEHb JOIYCKa IO
CBOEMY JKEJIAHWIO, a TAaKKE€ IOBBICUTH €ro 10 H3HAYaJIbHO €My HAa3HAYEHHOTO

aIMUHUCTPATOPOM KOMITBIOTEPHON CUCTEMBI.
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IIpumep 2

PaccMmoTpum mpuMep KOMIBIOTEPHOM CUCTEMBI, a Takke rpruhoB KOHPUICHIIMATEHOCTH
U YPOBHEH J0IyCKa, BBEICHHBIX B Mpumepe 1.
IIpu ee peanuszauuu B pamkax noJUTUKH BJIM BO3MOXHO BBINOJHEHUE CIIEAYIOIIUX
OIepaIui:
1. cyosext Administrator Oyaet uMeTh JOIYCK 0 YTEHHUIO U3 BCeX 00BEKTOB, M TOIMYCK
1o 3amucu B 00bekT FILE3. TXT;
2. cyowsekt Userl Oymer uMerh nomyck o ureHuto u3 oovekroB FDD, CD-ROM,
FILE1.DAT, FILE2.DAT u momyck mo 3amucu B 00bekThl FILEL.DAT, FILE2.TXT,
FILE3.TXT;
3. cyowekT User2 Oymer umeTh Jomyck mo ureHuio u3 oobekToB CD-ROM, FDD u
nomyck 1o 3amucu B 00bekThl FILEL.DAT, FILE2. TXT, FILE3. TXT, CD-ROM;
4. cyobext Guest OymeT MMeTh JOIMYCK IO uTeHHio u3 oobekTa FDD m momyck mo
3aMKCH BO BCE OOBEKTHI.
Kpome storo, Hamnpumep, cyobekT Userl MOeT MOHHM3UTH CBOMl YPOBEHB JIOIyCKa C
SECRET no CONFIDENTIAL u BoccTtanoButh ero oopatno 10 SECRET.

IIpobaema cucremnb Z
OcHoBHbIM HenocTaTtkoM Mmozenu BJIM cumTaercss BO3MOXKHOCTH pealiu3allMi Tak
Ha3bIBAEMOW CUCTEMBI Z, KOT/Ia HEKUI TOJIb30BATENIb C BHICOKUMH MPUBUIIECTHSIMU TI0
He3HaHuto (MO0 3aBepOOBAHHBIN) MOXET PACCEKPETUTh YacThb JOCTYIMHOW €My
uH(dOopMaIuu, 3aMMcaB €€ B 00bEKTHI ¢ 00JIee HU3KUM YPOBHEM KOH(PUACHITUATHHOCTH.

Honyctum, CyOBeKT S; ¢ ypOBHEM [IOIyCKa X; HYHTAaeT MH()OPMAaLUIO M3 OOBEKTA,
YPOBEHb KOH(MHMIECHIMATLHOCTH KOTOPOTO TAKXKE paBeH X, . Jlanee, MaHHBbIA CyOBEKT
TIOHIXAeT CBOM YPOBCHb JOMYCKa O YPOBHS X, (xoj <X, ). [locne sToro, oH MOXKeET
3anucath WHPOPMAUMI0 B O00BEKT ¢ Kiaccupukaimein x, . Hapymenus bBJIM

(dhopManIbHO HE TPOU3OIILIO0, HO OE30MaCHOCTh CUCTEMBI HapyIlIeHa.
JIng ycTpaHeHHus: JaHHOTO HEIOCTaTKOB, B Moaenu bJIM BBOASAT mpaBuiia CUIIBHOTO U

CcJ1a0b0ro CIIOKOMCTBUS.
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Peanu3anus u ucciaenoBanme noautuku 6esonacHoctu benna-Jlallagyna.
[TycTb MHOXKECTBO BO3MOXKHBIX omnepanuil cyOpekToB S Haa obobekramu O 3amaHo B
cinenyromieit popme: {«READ (moctyn no urenuio)», « WRITE (moctyn mo 3amucu),
«CHANGE (u3menenue ypoBHS J0CTyIa CyOBEKTa)» } .

IIyctb  MHOXecTBO  arpuOyToB  Oe3omacHocTM A 33a7aHO B BHJE
A={NONCONFIDENTIAL, CONFIDENTIAL, SECRET, TOP SECRET}.
1. Tlonyuntre u3 Tabmumpbl 1 HHPOpPMAIMIO O KOJWYECTBE CYOBEKTOB M OOBEKTOB
KOMIIBIOTEPHOM CHCTEMBI COOTBETCTBEHHO Barmiemy BapuaHry.
2. Peanu3oBaTh NpOrpaMMHBIA MOIYJb, (DOPMUPYIOIIHUNA MOJUTUKY O€30MaCHOCTH
benna-Jlallamgyner.
2.1. BeiOpaTb uieHTU(GUKATOPHI MOJIb30BaTENEH, KOTOpbIE OyIyT UCIONb30BAThCS MPU
X BXOJI€ B KOMIIBIOTEPHYIO CUCTEMY (IO OJHOMY HACHTHU(PUKATOPY ISl KaXKJIOTO
IIOJIB30BATEINS], KOJIMYECTBO MOJIb30BaTeNel 3a0aHo i Bamero Bapuanra). Hanpumep,
MHOECTBO U3 3 uaeHTuduKaropoB mnois3oBarenedt {Admin, Userl, User2}. Oaun u3
JAHHBIX UJIEHTU()UKATOPOB JOJKEH COOTBETCTBOBATh aIMUHUCTPATOPY KOMIBIOTEPHOMN
CUCTEMBI, 00JIafjalolIeMy MaKCUMaIbHBIMU IIPaBaMH JOCTYTIA.
2.2. CayyaiiHbIM 00pa3oM NPUCBOUTH OOBEKTaM KOMIBIOTEPHOW CHUCTEMBI YPOBHHU
KOH(HUISHIIMAIIBHOCTH U3 MHOXECTBa A.
2.3. Cny4aifHpIM 00pa3oM MPUCBOUTH CYOBEKTaM KOMITBIOTEPHOW CHUCTEMBI YPOBHU
J0IyCcKa M3 MHOXecTBa A. YdecTb, UTO OJUH M3 JTAHHBIX CyOBEKTOB OYIET SIBISTHCS
aJIMMHUCTPATOPOM, 00JIaJaI0LM MaKCUMaJIbHBIM YPOBHEM JIOITyCKa.
3amMeuaHus MO peaTu3annu

1. Ins xomupoBaHUsT B MPOrpaMMHOM MOJENIM aTpuOyTOB OE€30MacHOCTH
MHO)€eCTBa A MOXHO 3aKoJaupoBaTh UX yuciaamMu oT 0 70 3 (OT HM3UWIUX K BBICHIUM
ypoBHsiM Oe3omnacHocTu), Hanpumep, NONCONFIDENTIAL=0, CONFIDENTIAL=1,
SECRET=2, TOP SECRET=3. B stoM ciydyae Ooiee JIETKO MOXXHO peajIn30BaTh
KOHTPOJIb JIOITYCKa CYyOBEKTOB K OOBEKTaM.

2. Jlng XpaHeHHsT B MNPOTPaMMHON MOJEIM YpOBHEW KOH(PHUACHIMAIbHOCTU

00BEKTOB U YPOBHEU JIOMycKa CyOBEKTOB PEKOMEHYETCsI UCTOIb30BaTh JIBA MAaCCHBA,
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KOTOpBIE€ JTOJDKHBI 3aMOJHATHCA CIy9alHbIM 00pa3oM (32 HCKIIOYEHUEM YPOBHS
JOTMyCKa aIMUHUCTPATOPA).
3. HeoOxomuMo XpaHWUTh KOMHIO HAYAJIBHBIX YPOBHEW NOCTyIa CyOBEKTOB s

KOHTPOJIA UX HC IIPCBBINICHUA B PC3YJIbTATC BBIIIOJIHCHWA OIICpAlINN change.

3. PeanuzoBarh  mporpaMMHBIA ~ MOJYJb,  JIEMOHCTPUPYIOIIUNA  padboTry
MOJIb30BaTENs] B MaHIATHOHW MOJIENM TOJUTHKH O€e30mMacHOCTH. JlaHHBIA MOIYJb
JIOJI’KEH BBIMIOJHATD CAEAYIOMUE (PYHKITNU:

3.1. Ilpu 3amycke MOIyJsl — pacreyaTaTth Ha dKpaHe c(hOpMHUPOBAHHYIO MOJIEINb
BJIM — ypoBHU KOHPUAECHIIUATIBHOCTA 0OBEKTOB U YPOBHU JOMYCKa CYOBEKTOB.

3.2. 3ampoc wuneHTUPUKATOpa TMOJB30BATENS (JOJDKHA MPOBOJUTHCS €r0
uneHtTuukamnus). B ciydae ycnemHod WAEGHTU(UKAIUU MOJb30BaTENS JOJDKEH
OCYLIECTBJIATBCA BXOJ B CHUCTEMYy, B CIIy4ya€ HEYCHEIIHOW — BBIBOJUTHCS
COOTBETCTBYIOIEE COOOIIIEHHE.

Bo3moxHbI Tipumep paboThl MoAyis ¢ peanusauued (ynkouid n. 3.1, mw 3.2.
IIPE/ICTABIICH HUXKE.

OBJECTS:

Object 1 : NONCONFIDENTIAL
Object 2 : CONFIDENTIAL
Object 3: TOP_SECRET
SUBJECTS:

Administrator : TOP_SECRET
Userl : SECRET

User2 : NONCONFIDENTIAL
Login: Userl

Command>

3.3. Ilo pesymnbrataM uUACHTHPHUKAUN CyOBEKTa IOCIE BXOJa B CHUCTEMY,
nporpamMma JO0JKHA JKAATh YKA3aHUW IOJIb30BAaTEIsl HA OCYIIECTBICHUE IEUCTBUN HAl
oOBEKTaMU B KOMIbIOTEpHOHM cucteme. [locne momyueHus KoMaHabl OT MOJIB30BATENs,

Ha JKpaH JOJDKHO BBIBOJUTBLCS COOOIEHHE 00 YCHENIHOCTU JIMOO HE YCHEIIHOCTH
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onepauu. [Ipu BBIMOMHEHHHM OMNEpaluyd HM3MEHEHHs YpPOBHSA JOCTyna CyOBbeKTa

(change) nansbIii ypoBeHb noIKeH MoauduuupoBatbes. JlOMDKHA MOAIEPKUBATHCS

orepanusi BbIXoJa M3 cHCTeMbl (€Xit), mocie KOTOpoiH, Ha SKpaH BHOBb JIOJDKHA

BBIBOAUTHCS  HWHpOpManusi 00 ypOBHAX  JIOCTyma

KOH(i)I/I,ZIeHHI/IaJIBHOCTI/I 00BEKTOB H  3allpalInBaTbCA

CyOBEKTOB U  YpPOBHSX

Ipyro  uaeHTUdUKaTop

ITOJIB30BaTCJIA. I[I/IaJ'IOF MOXHO OpPraHMu30Ba4Tb, HAIIPpUMCP, CIICAYIOIIUM 06p&30M (,ZIJ'IH

BBIIIIE NOCTPOECHHOIO NpuMepa mojienu bJIM):
Login: Administrator

command> read

At what object? 1

Read success

Command> write

At what object? 1

Write denied

Command> write

At what object? 3

Write success

Command> change

Enter CLASSIFICATION : NONCONFIDENTIAL
Administrator is NONCONFIDENTIAL
Command> write

At what object? 1

Write success

Command> change

Enter CLASSIFICATION : TOP_SECRET
Administrator is TOP_SECRET

4. TlporecTupoBaTh peATM30BAHHYIO MOJENbh MOJUTUKH Oe3zomacHocTH BJIM B

Pa3IMYHBIX CUTYaLHUSIX U TPOJIEMOHCTPUPOBATH €€ MPENoJaBaTeIIo.

5. IlponemoHcTpHpoBaTh  BO3MOKHOCTH

pazpaboranHoi mojenu bJIM.

peanuzauuu  cuctemMbl Z B
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KoHTpoabHBIE BONPOCHI

1. YTo MOHMMAIOT O] MOJIUTHKOM Oe301acHOCTH?

2. Tlepeuncnuth TpPYNIy aKCHOM, ONPEACISIONIUX 0a30ByH0 MaHIATHYIO
MOJINTUKY O€e30macHOCTH. UTO MOHMMAIOT TOJ YPOBHEM KOH(PHUIACHIIMATHHOCTA U
YpOBHEM Jl0MycKa?

3. B uem 3akmroyaeTcs OCHOBHOM HEIOCTAaTOK 0a30BOM MAaHIATHOM IOJIHUTHKHU
0e3omacHoCTH?

4, Kak ompenensercs mohautuka Oe3omacHoctu benna-Jlallagyna? B kakux
cllyyasix paspenieHsl oneparuu read, write, change B maHHo# momTuke?

5. B uyewm 3akmtouaercs npobnema cucremsl Z? Ilokazath 1 MPOKOMMEHTUPOBATH

B c(hOpMUPOBAHHOM OTYETE TPYIIITY KOMaH/, PEATU3YIONIUX CUCTEMY Z.
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Tabn. 3. Bapuantsl

BapuanTt

KonnuecTBo cyOBEKTOB
nocTyna (1moJib30BaTeNei)

KoandecTtBO 00BEKTOB
J0CTyTa

4

OINOOTPRWN -

oo ouvswBlooNolvsbsBloloNolosNESloloNooiss

oA~ ~rlwWoOOll~AlRRlwWwO|OI|lRRlOTWO|OT|AilAhlWOOIIA|R~AlWO|O1lA~|O
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JlabopaTtopnas paGora Ne 4
Metoabl KpunTorpaguyeckoi 3amuTbl UHGOPMaLMU
IIpocTeiimue aJaropuTMbl IIKPPOBAHUS
[lenp paboTel — W3yuyeHHUE NPOCTEHIINX TPAAUIMOHHBIX  AJITOPUTMOB
KpunTorpaduyeckoil 3amuTbl UHPOPMAMUM U OCOOEHHOCTEH HMX MpaKTUYECKOU
peanu3anum.
Kpunrorpagpus

KDI/IHTOI‘Dad)I/IH MMpcaACTaBJLACT cobou COBOKYIIHOCTb MCTOIOB HpCO6p&30BaHI/ISI

JAHHBIX, HAIMPAaBJICHHBIX HA TO, YTOOBI CHENaTh 3TH JAHHBIE OECIONE3HBIMU IS
npoTuBHUKA. Takuwe mpeoOpa3oBaHUs TMO3BOJSIOT PEIIUTh JIBE TJaBHBIC MPOOIEMBI
3alllUTHl JAHHBIX: TpoOsieMy oOecrieueHus: KoH@uoeHyuarbHocmu (MyTeM JIUIIECHUS
MPOTUBHUKA BO3MOYKHOCTH H3BJI€Ub HH(POPMALMIO U3 KaHalla CBSI3UM) M MpoOsieMy
yenocmuocmu (TyTEM JIMIICHUS TPOTUBHUKA BO3MOKHOCTU U3MEHUTh COOOIIECHUE TaK,
YTOOBI U3MEHUJICS €TI0 CMBICII, WJIM BBECTH JIOKHYIO HH(DOPMAIUIO B KaHAJ CBSI3H).
O6oOmenHass cxema KpunTorpad@uueckod  CHCTEMbI, OOecreyuBaroen
mudpoBaHue nepeaBaeMoi nHpopmaIuu, n300pa’keHa Ha CIeYIONEM PUCYHKE:

Koy K

i C ’
| 1
| ITudposarue Hemndposarue J

Ek(M) ‘ N Dk(C) 7
|
l
I
I
|

OrnpaBuTens TTonyuarens

ITepexsarunk

Omnpasumens TEHEPUPYET OMKPLIMbIU MeKCm WCXOAHOTO cooOmeHus M,
KOTOpOE€ JIOJDKHO OBITh TEPEeNaHO 3aKOHHOMY TMOJydaTeai0 IO HE3alUIICHHOMY
KaHaTy. 3a KaHaJOM CJCAWT TIEPEXBAaTUYUK C IEIbI0 TIEPEXBATUTh W PACKPHITh
nepeaaBaeMoe coodmienue. st Toro, 4To0bI MepexXBaTYMK HE CMOT y3HATH COJICPKAHUE
cooO1eHust M, oTrpaBuTeNb MUEPPYET €ro ¢ MOMOIILI0 00paTUMOT0 MpeoOpa3oBaHuUs

Ex 1 nonyuaet wugpomexcm C=E,(M), KOTOpBIi OTIIPABIISET MOJyYaTEINIO.
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3akoHHBIN mody4atens npuHsIB Mmudporekct C, pacHIMppPOBHIBAET €ro C

IIOMOLIBI0 00paTHOro npeodpaszosanus D=E, . (C) u momy4aer UCX0AHOE COOOIIEHUE B

BHUJIE OTKPBITOrO TEKCTa M.

[IpeobpazoBanue Ey Ha3pIBaeTCS KpURMOATCOPUMMOM.

ITon xpunmocpaguueckum kaouom K TIOHMMaeTcss KOHKPETHOE CEKPETHOE
COCTOSIHME HEKOTOPBIX MapaMeTpOB alIrOpuTMa KpUNTOTpaduveckoro mpeodpa3oBaHus
JaHHBIX, 0OecreunBarouiee BEIOOp TOJIBKO OJAHOIO BApUAHTA M3 BCEX BO3MOJKHBIX IS
JaHHOTO anroputMma. JlaHHbld K04, JUOO €ro 4YacTh, SBISETCS 3aKPBITOU
uHpopMaluen, KOTopas J0JDKHA OBbITh HM3BECTHA TOJBKO 3aKOHHBIM YYaCTHUKaM
KpunTorpaguueckoro ooMeHa. YTeps CEKpeTHOM 4acTH KJto4a BEJET K PACKPBITUIO
BCEr0 3allMIIEHHOr0 OOMeHa.

Kpunmoananus

JIrobast mombITKa CO CTOPOHBI MEpexBaTurKa pacmm@posaTs mupporekct C mis
MOJIy4eHHUs] OTKPBITOro Tekcra M min 3ammdpoBath cBoi coOCTBEeHHBIM TeKCT M st
noJiyueHus: npasponogoOHoro mmugporekcra C', He uMed MNOAJUMHHOIO KIIOYa,
Ha3bIBACTCS KPUNMOAHATUMUYECKOU amaKou.

Ecnu npeanpuHsAThie KpUNITOAHATUTHYECKUE aTaKH HE JOCTUIat0T OCTABICHHON
LIEJIM U KPUIITOAHAJIUTUK HE MOKET, HE UMesl TIOJUIMHHOTO Kitoya, BeiBecTd M u3 C unun
C' u3 M’, To cucteMy Ha3bIBAIOT KPUNOCHOUKOU.

Kpunrtoananus — 370 Hayka O pacKpbITUM MCXOJHOTO TEKCTa 3alIM(ppPOBAHHOTO
coobmieHust 0e3 JOCTyna K KII4Uy. YCHEIHbId KPUNTOAHAIU3 MOXKET PaCKpBITh
VICXOJIHBIN TEKCT WJIM KIIFOY.

Tpaouyuonnvie cummempuyHsle aneopummbl WU@GpPOBaHUs]

Cpean HauOoliee paclpOCTPAHEHHBIX MPOCTEUIIUX AJITOPUTMOB MIU(GPOBAHUS
uHDOpMAIIUU MOXKHO  BBIJICTUTh IMHUGPHI MEPECTAHOBOK U  IMHMQPHl  3aMEHBI
(MOJICTaHOBKH).

Hlugposanue nepecmanogkoti 3aKIOYAETCS B TOM, YTO CUMBOJIBI IIU(PYyEMOTO
TEKCTa MEePEeCTaBJISIOTCS MO OIMpEeNeICHHOMY IpaBWIy B Ipenaeiaax HEeKOTOporo OJjoka

9TOI'O TEKCTA.
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[Tpumepamu mMGppPOB MEPECTAHOBKH SBIAIOTCSA MUDP «CKUTaNay, mudpyromme
TaOJHILIBL.

Hlughposanue 3amernoii (noocmaro6xoli) 3aKIOYACTCS B TOM, YTO CHMBOJIBI
mUPpPyeMoro TEKCTa 3aMEHSIOTCS CHMBOJAMH TOTO >K€ WM Jpyroro ajidaBuTa B
COOTBETCTBHE C 3apaHee 00YyCIOBIEHHON CXEMON 3aMEHBI.

[Tpumepamu  mm@poB  3aMeHbl  SBISIIOTCS ~ MOHOAI(aBUTHAs ~ 3aMeEHa,
MHoroandaBuTHas 3ameHa, mmdp Llesaps, mmdp ['pochensaa, mudp Bwkunepa.

Cucrema mmdposanus Llesaps

[udp Le3zapsa sBiaserca YacTHbIM ciiydaeMm Mmudpa mnpoctoil 3ameHbl. CBoe
Ha3BaHUE 3TOT WHU(pP MOIYYHJI O UMEHU puMckoro mmmepartopa 'as FOmus Llesaps,
KOTOPBIN MCIIOJIb30BaN 3TOT WGP MpH nepenucke ¢ Lluneponom (okono 50 r. 10 H.3.).

[Ipy mmdpoBaHun HUCXOAHOrO TekcTa MeroAaoMm lle3aps, kaxknas OykBa
OTKPBITOI'O TEKCTA 3aMEHSETCs Ha OyKBY TOTO ke al(aBUTa MO CIAEAYIOLIEMY IPAaBUITY.
3ameHsmomas OykBa onpeAeseTcs MyTeM CMELEHHs 10 aapaBUTy OT UCXOJAHON OYKBBI
Ha K OykB (mo3umwii). [Ipu noctuxenun KoHIa andaBuTa BBIIOJHICTCS UKINYECKUM
nepexox K ero Hauanmy. Cmemenne K B JaHHOM cllyyae OIpeNessieT KIoY
mrdpoBanuss. COBOKYNHOCTbh BO3MOXKHBIX TOJICTAHOBOK JUIisl  OONBIIMX OYKB
anrnuiickoro andasuta u K=3 npencrasiena B Tadiuiie 1.

Tabmura 1. Tabauia noIcTaHOBOK

N <|Xx|=|<
RN
Ol > N<

T |T|OMMo
c|H» 00 v 0o
X s <|Cc|H|»n| =D

Ol oZIr| X

ZZzr X<~
AN RN NN
AN RN NN

OMmogolo|wm >
THHNVHE R

Matematnueckas mozensb mudpa Lezaps 3anuceiBaetcs B Buae (1)

C=(P+K) mod M (1)

rne C — koa cumBosia mudpoTekcTa, P — Ko CHMBOJIa OTKPBITOTO TeKcTa, K —
ko3 dunuent casura, M — pasmep andasuta, mod — omeparysi HaXOXKICHUS OCTaTKa

OT neneHus Ha M.
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Hanpumep, pesynbratom mudpoBanusi oTkpbiToro tekcta RED APPLE mo
metony Llesaps ¢ kmodom K=3 Oynet sBnsTbes nociuenoarensHocts UHG ASSOH.

ITopsiiok BBINOJTHEHMS JIAOOPATOPHOI PadOTHI

1.  Tlo3HaKOMHTHCS C MOACIISIMH TPATUIIMOHHBIX CHMMETPUIHBIX aJITOPUTMOB
mudpoBaHUs.
2. N3  Tabmumel 4 B3ATH  aIropuT™M IMUEQPOBaHMS W €0 KIHOY,

cooTBeTCTByIOIME Bamemy BapuanTy. Peanu3oBaTh NpOrpaMMHBIM  MOAYJIb
mudpoBanus U AemmdppoBanus (aiiiaoB Ha xectkoMm nucke IIK B cooTBeTcTBHM €
JAHHBIM AJITOPUTMOM IIH(PPOBAHUS U KITHOUYOM.
KonTpoabHbIe BONPOCHI

1. OxapakrepusyiiTe HampaBieHue «kpunrorpagus». UYUTo Ha3bIBaloT
KpUNTOrpaUueCKUM KIH0YOM?

2. [Ipoknaccupuuupyiite TpaAuLMOHHBIE aNrOpUTMbI mKppoBanus. KpaTtko
OXapaKTEPU3YHUTE ITU KIIACCHI.

3. Oxapakrepusyire METO/IBI i poBaHUs Ile3aps, IPOCTYIO
MOHOAJI(paBUTHYIO 3aMeHy, G-KOHTYPHYIO MHOTOQJI(ABUTHYIO 3aMEHy, MPOCTYIO
IIEPECTAHOBKY, IEPECTAHOBKH | aMUIIbTOHA.

4, UTo noHUMAaeTCs Mol KpUNITOAHAITU3OM ?
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Tabnuma 4. Bapuantsl

Bapuant AJaroput™ mu@poBaHus Kirou

1 Mudp Lezaps K=4

2 ITpocTast MoHOaI(haBUTHAS 3aMEHA a=3, K=2
3 G-koHTypHas MHOroagaBuTHas 3ameHa | K=33922
4 [IpocTas nepecTaHOBKa K=632514
9) IlepecranoBku ["'aMunbTOHA K=13

6 [udp ezaps K=2

7 [TpocTast MoHOaNIpaBUTHAS 3aMEHA a=7, K=3
8 G-koHTypHas MHOroanasuTHas 3amena | K=12578
9 [IpocTas mepecTaHOBKa K=4172536
10 [lepectanoBku ['aMunbTOHa K=32

11 [udp Lezaps K=7

12 IIpoctast MOHOaN(aBUTHAs 3aMeHa a=11, K=2
13 G-konTypHas MHOroajadaBuTHas 3ameHa | K=13243
14 [Ipocras nepectaHOBKa K=32541
15 IlepectanoBku ['aMunbTOHA K=45

16 [Hudp Leszaps K=9

17 [Ipoctast MoHOaN(haBUTHAS 3aMEHA a=13, K=5
18 G-kxoHTypHas MHoroanaBuTHas 3amena | K=94827
19 [TpocTas mepecTaHOBKa K=813926457
20 [lepectanoBku ['amMmuinbpTOHA K=14

21 [Mudp Lezaps K=8

22 [Ipoctast MoHOaN(haBUTHAS 3aMEHA a=17, K=4
23 G-konTypHas MHoroandasutHas 3amena | K=37984
24 [Ipocras nepectaHOBKa K=3124
25 [TepectanoBku ['amMuinbpTOHA K=35

26 Mudp Lezaps K=11

27 [Ipoctast MoHOaN(haBUTHAS 3aMEHA a=19, K=3
28 G-konTypHas MHoroandabutHas 3amena | K=2893475
29 [IpocTasi nepecTaHOBKa K=35124
30 [lepectanoBku ['amMmuiabpTOHA K=53
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JlabopaTtopHasi pabGora NeS
3ammuTa cereil ¢ NpUMEHEHNEM MeKCeTeBbIX IKPAHOB
Hacrpoiika Opanagmayspa B Windows

Pexomenayemoe oOopynoBaHuE: Ba KOMIIBIOTEpA, MOJKIIOUYECHHBIX HAIPSIMYIO
i 1o cetu. OC Windows , ycTaHOBJIEHHAs: HA 000UX KOMIIBIOTEPAX

KomneroTeps! AOKHBI HAXOIUTHCS B OJJHOUM paboyeil rpynie U B 0OJHOM MOACETH

Cosnanue nanku Ha IIK-1 u npegocraBiaenune o0uero gocryna K Hei

Haynute ceanc nHa IIK-1 mox ydeTHOM 3amMChl0 y4YacTHHKA TPYIIIBI
aAMUHUCTPATOPOB. VIMsI MOJIB30BATENS M APOJIb Y3HANUTE Y HHCTPYKTOPA.

Ha IIK-1 menkaute o0nacTe paboYyero crosia MpaBol KHOMKON MBIIIH, 3aTEM
BbIOepuTe Co3nartek > [lanka. HazoBute HOBY10 nanky Cisco.

[enkautre manky Cisco mMpaBoil KHONKOM MbIlM W BblOepute CBoiicTBa >
OO6wmuit pgoctyn > PacmupeHHas HacTpoiika oOmero aoctyma. OTKpoercss OKHO
Pacimmmpennas Hactpoiika oOmiero noctyna. Hlenkaure OOmmii noctyn K mMamke u
ucronb3yite ums nanku no ymomuanuro — Cisco. Haxmure OK. 3akpoiite OKHO

ceoucTB namnku Cisco.

Ceoictsa: Cisco

Ouwe | Hoctyn | BesonacHocts | Hactpaiika

OBLULWA ADCTYN K CETESEIM DEANaM 1 Nankam

Cisco
[ Het ofiwero goctyna

A x
CeTesoi nyTs: PacwuperHanA HacTporKa obLiero aoctyna -

HeT ofiwero gocTyma
OTKPBITL 0B AOCTYN K 3Toi Nanke
Owwit gocTyn....
MNapamMeTpe!
PacwwperHan HacTpoiika oblwero g Vs ofuero pecypca:
MpeancTaBnAET NONLS0BATENECKME Cisco
0BLULKME NAMNKKM 1 S808ET APYTHE [OMC
ofwero AocTyna. NobasuTe | YaanuTe
g/ P A O/sH®-I| PC-1 - o
£y Pacumpentian HacTpofika... OrpaHH4MTE YMCNO 0AHOBPEMEHHEIX 20 N
Monb3oBaTENERA 40; m [razHas

Mogenumecs  Big (%]

3awwTa naponem MpumeqaHKe: © 4 M) Cem » PC-1 v ¢ | MonccPC-1 »

¥ Nonbs0BaTENSN N0MKHLI BbITo yut B NALSD-RS 2
Ha 3TOM KOMMEHTEDE ANA AOCTYNE | R NALSD-SP

MaMeHWTE 3TOT MapaMeTR MosKHO 4l 418t = N
CETAMM 1 OBlMM JoCTYTIOM » 4 Gisco
PazpeweHus KSWMposaHUHe mpca

1%/ STUDENTO1

18 tsclient
0K OTHeHa MPHMEHHTE P v

3nementos: 1 Beibpan 1 3nement ==

Hcnonb3oBaHue MpOBOJHUKA J1JI MpocMoTpa obieid manku Ha [1K-1

Haynute ceanc Ha IIK-2 mnox ydeTHOM 3amMChl0 y4YaCTHHKA TPYMIIbI
aIMUHUCTPATOPOB. IMsl OJIb30BaTENS U MAPOJIb Y3HAUTE Y HHCTPYKTOPA.

Otkpoitte IIpoBognuk. Ha manenu cneBa pasepuute nyHkt [IK-1 B pasnpene

Certb.
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Uro6sl OTKphITH Opanamaysp Windows, menkaute [lanens ympaBieHust >

bpauamaysp Windows. bpanamaysp Windows 1mo yMoT9aHHIO BKITFOUEH.

&® Bparamaysp Windows -0 @ Bparamaysp Windows - o
© = 1 @@ « Cucreman Gesonacwocts » Bpangmaysp Windows v G Mowck & naneny ynpasnenus 0 © ~ 1 @ « Cncreman Gesonacrocts » Bpangmaysp Windows v G Mowck & nanenw ynpaenenus O

Mariens ynpasnesun — SawuTiTe CBO KOMMSIOTEP C MOMOLW IO Bpaxamay3apa Windows SawmTHTE CBO KOMMBKOTEP € MoMOLbH BpaHaMay3pa Windows

AOMALLHAR CTPaHHUE

Marens ypasnerina —
AoMBWHES CTpaHILE

Bparamay=p Windows MOMOraET 3aLuTTs KOMIBIOTER 0T 3N0YMBILIACHHHKDE WAk Bparamayp Windows MOMOraET 3aLuTTs KOMIBIOTER 0T 3N0YMBILIACHHHKOE WK

BPEAOHOCHLIX MPOrpane & VIHTEPHETE UM ACKANEHOH CeTh. BPEAOHOCHEIX MPOrpane & VIHTEPHETE WA ACKANEHOT CeTh.
Paspeiuenne szaumoacicTaa Paspewere sxaumonsiicTaus
P = co ﬁiﬁww wn =
\owmonerTom b Spanauaype l @ uYactrsie cetn Moaknouero (2) ‘ounolon b Eponauzype l @ Yacruie cetn Noaknouero (7)
Windows Windows

& Uswenenne napamerpos Cetw AoMa WA Ha PaoTe, KOTOPLIMM NOAL3YITTCA HIBECTHEIE 5aM NFOAN W Y CTPOVICTEA % Usmenenne napamerpos Cetw AoMa WA Ha PaOTe, KOTOPLIMK NOAL3YITTCA MIBECTHEIE 5aM NFOAN W Y CTPOFICTEA

yeeaomnennii yeeaomnenmii
. CocTosnme Bpangmayspa Windows: Bin 2 CocTosnme Bpangmayspa Windows: Bin
@) Brnouenme n oncniouerne GEEER ) Benrouerie u orcniouerine parALap
Gpananayzpa Windons Broapume noaknIoErs: x Windows Broanume noaknIoErR: BAOKHPOEaTS NOAKNIOHEN A K MEMAGIEHHAM,
. KOTOPEM HET & CNUCKE paspeLIEHHEX . KOTOPEM HET & CICKE papeLIEHHE
%' Boccranonus nauenna no B Boccranoeums anauenna no
¥ nporpanm ¥ nporpanm
[ [ —
. : & n : &
[ ——— AKTHEHEIE HZCTHEIE CeTH P cen [ ——— AKTHEHIE HZCTHEIE CeTH P cen
YcTpanenie HenonzgoK s et Cocronie yeeaomnenis: YeeaomnATs, Koraz Gparamaysp Windows YcTpanenie enonzgox s et Cocronie yaeaomnenis: YeeaomnATs, Koraz Gpaamaysp Windows
BA10KHpYeT HOBOE NPHIDXKEHIE BA0KHpYeT HOBOE NpHNDXKEHIE
l @ rocrestie wm obuenocrynrbie cen He noakntouero () l @ rocressie wan obweaoctyntsie cetn He noakniouero (%)
Ch. Takoke Ch.Takcke
Uermp noaaepen Lertp noagepen
Uerp yrpasnens cerauin Uertp yrpasners ceramin
obuym gocTynoM obuym gocTynom

3HAKOMCTBO CO CIIMCKOM pa3pelleHHbIX IporpamMMm oOpanamayspa Windows
[lenxkaute «Pa3penieHne B3auMOAECHCTBUSA C PUIOKEHUEM WA KOMIIOHEHTOM B
opanamayspe Windowsy.
OTtkpoetcst okHO «Pa3pemieHHbie mporpaMMb». [Iporpammel U ity ’0bl, KOTOpBIE
He OsokupyroTcs 6panamayspoM Windows, 0OTMEUEeHBI (HIIaKKOM.
B 3TOT cniucok MOXKHO J100aBIATh MPHIOKEHUS. ITO MOXKET OBITh HEOOXOAUMO,
€CJIM Y Bac UMEETCs MPUJIOKEHUE, TPeOYyIOollee CBSI3U ¢ BHEIIHEH CEThI0, HO M0 KaKOM-

TO npuurHe OpanaMay’p Windows He MOXKET BBIMIOJTHUTH HACTPOHKY aBTOMATUYECKHU.

4 PaspeluerHble Nporpammel = [
® ~ 1 @ « Bpanamaysp Windows » Paspewermsie nporpammel v & | Nowckenzwenu ynpaenchun 9
Paspelwenune obMeHa AaHHbIMW C NpuaoxeHuamy B Opanamayape Windows C
Urol 40BAENTS, HSMEHITE WAW YARANTE PaspELLEHHBIE NPHAGKEHWA W NOPTHI, LWENKHITE "VsMeHiTs
napameTper’.
o w pasp oxcermen? | B MsmennTs napamerpel
Pazp nperpammel 1
Hazsamme Uacthan  Tybnuuman ~

B "Mo-ra”, "Kaneraape” 1 "Miogn”

CIBranchCache - knwenT pasmetuentore iswa (ue

[ BranchCache - obrapyzenNE KaLIHpYroWI y3noE (nenonszyer WS
[IBranchCache - nonyuerme coaepaknmore (ucnonssyer HTTP)
[IBranchCache - cepesp pasmewienrore kaws (ucnonssyerca HTTES)
[ CheckPoint VBN

M f5vpn.client

[ Juniperhetworks.JunosPulseVpn

[ Secure Socket Tunneling Pretocel

M Skype

I SonicWALL MobileConnect

Mlwindows ie ac 001

NSO EOOOO0
EE0OEEOOOO0

Coeaermn.. | Vaanrs

PaspewuwTs apyroe npuaosKeHHe. .

0K Ormena

Coznanve OOJIBIIOTO YHCIIa UCKIIOYCHHN B (haiie mporpamMm M CIIykO MOXKET

IMPUBCCTHU K HCTaTUBHBIM ITOCJICACTBUAM.

Hacrpoiika cnucka pa3penieHHbIX nporpamm dOpanamayspa Windows
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lenxkuute okHO «Pa3pemieHHbIE NOpPOTpaMMbD», UYTOOBI AKTHUBHUPOBATH €TO.
Hlenkuaute «M3Menuts mapametrpb». CHumMuTe Quaxok OOmmii qoctyn K (aiinam u

npuHTepaM. Haxxmure OK.

& PazpelueHHble NporpaMmel = (=

© ~ 1 @i « Bpanamasysp Windows b Paspeluenriie nporpammst v ¢ | [ouckenawenn ynpasnenun O

Pazpeluerune oOMeHa AaHHBIMM C TPUIOXKEHWAMN B BpaHamayspe Windows ”
HroBkl 40BaBMTE, M3MEHWUTE UAN YAZNNTE PASPELLIEHHEIE MPUIOXKEHNA 1 NOPTHI, LUENKHNTE "MI3MEHNTE
napamerper’”,

UTo MOXET CAyMUTECH, ECAN PasPELINTE OBMEH AFHHEIMM € NPUAOIKEHNEM]

PaspeLuerHele NPorpamMmel W KOMNOHEHTLL

Hassanme Uactwan  MyBnnuras ~
[ Omapykenme cemn
O6napyzerie cern Wi-Fi Direct

W) 06wyt gocryn « aitnam w npusTepam
OBuwii 4ocTyn € NOMoLIEro BAVZKrD B3aMMOAEICTENA s

[ Ocroser cereii

b Moroga

O NoakArOYEHNE K CETEBOMY NPOEKTORY

¥ Mpourpeisarens Windaws Media

M NMyTewectsns

[ Cryox6a iSCSI

[ CnyxcBa exopa & cets

CmyxBa cBuiero goctyna k npeurpeisatento Windows Media no cetn

& DO

EOODEOREE|EOR
ODO0XDOR R E|E

<

CeegeHua...

PazpelunTe apyroe npuncxkeHue...

OK Ormena

Hcnonb3ys npoognuk Ha [1K-2, monpoOyiiTe BeimonHuTh noakatodeHue k [K-1.

VY nanock n noakmounthes K [IK-1 u npocMoTpeTs 06myto manky Cisco?

Otobpaszunock au Ha 3kpane [IK-2 coobmenune 06 ommobke? Eciau nma, To 4To B
HEM TOBOPUTCSA?

3akpoiite Bce OTKpbIThIe OKHa Ha [TK-2.

Ha I1K-1 ycranosute ¢uaxkox OOuuit foctyn K ¢aiinam u npuHTepam. Haxxmure
OK.

CHsaTe W ycTaHOBKa (hia)kka OJDKHBI BBITIOJNHATHCS ©0€3 MOMOIIM KHOIIKH
N3mMeHnTs mapameTpsl.

Ha IIK-2 cHOBa OTKpoiTe MPOBOJHUK U TMomnpoOyite noakmountbes K [TK-1.
VY nanock 11 mOAKIIOUNTHCS K Kommbiotepy 1? [Touemy?

3akpouTe Bce OTKpbIThie OKHA Ha [IK-2 u 3aBepumre ceaHc. 3aKpoMTe BCe OKHA
Ha [TK-1.

Hacrpoiika pacumpeHnbix GyHKuui 6e3onacHocTu Opanamayspa Windows

[Ipumeuanue. [lanee Ha NPOTSKEHUU BCEH TaOOPATOPHOM pabOTHl UCHOIB3YETCS
ITK-1.

[llenknure Ilanens ynpaBiaeHus > AJIMHHUCTpUpPOBaHUE > bpanamaysp

Windows B pexxuMe MOBBIIICHHONW 0€30IMacHOCTH.
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Otkpoercst okHO bpanamaysp Windows B pexxnMe MOBBIIIEHHONW 0€30MaCHOCTH.

Ha mnanenu cneBa MOXHO BbIOpaTh mapameTpbl s HacTpouku: IlpaBuna s

BXOOAICTO ITOAKIIOYCHMA, HpaBI/IJ]a A UCXOIAIICTO IMOAKIIOYCHUA HIIN HpaBI/IJIa

6e30MmacHOCTH MOJKIOYEHUsI. UTOOBI MPOCMOTPETh COCTOSTHUE HACTPOSHHBIX MPaBUII,

MCIKHUTC MOHI/ITOpI/IHF. H_[eJ'IKHI/ITC «HpaBHJ'Ia JJIA BXOOAIICTO IMTOAKIIOYCHUS)).

wa  Cnpaska

B2 Mpasina 4 xogawx no
Mpasina anA HoxoARLErD |

noa yr

8% Npasuna Gesonackocu no,
» B HaBnwoaenne

Bpanamaysp Windows B pexumMe NoBbilleHHOH BezonacHocTv

Epanavaysp Windows 8 pexime nossiwenHol GesonacHocv ofecneunsaeT GesonacHocTs cem ana
. OC Windows.

O630p
Mpodwmne noMeHa

@ Epanavayop Windows srmoen

YacTHLIA NPOgMIL aKTUBEH

@ Epanavayop Windows srmoen

O6uMi NpodMnb

@ BosHamaysp Windows skniousH

B Coiictes Gparavayapa Windows

© Exoaune NORCIONEHIR, HE COOTEETCTEHIOLING HI DAHOMY NPESHIY, SAMREUIEHSI

@ Vcxopauve nogknoueHis, He CODTEETCTBYIOWLNE HI OBHOMY NPABATY, DASPELIEHS!

0 BroARuLmMe NOAKMIOYEHNA, HE CODTEETCTBYIOLUNE HY OJHOMY NPEBUMY, SaMPELLEHs!

@ Vicwonawve nofknoueHts, He CODTEETCTEYIOWLME HI OBHOMY MPABANY, DASPELIEHS!

O BxopRuMeE NOAKMIOYEHIR, HE COOTBETCTEYIOULAE HA OJHOMY NDEBINY, SANPEULEHb!

@ Vicwonawve nofknoueHts, He CODTEETCTEYIOWLME HI OBHOMY MPABANY, DASPELIEHS!

Mpuctynan k paboTte

MNpoeepka NOANMHHOCTY NPU NepenaYye AaHHLIX MEXIY KOMNLITepamMm

Co3aiTe Npasitia BE30MECHOCTH MOAKTIOUEHHA, 4T0Bs! YKE3ETS, KEK W KOTAS BHITOTHASTCA MPOSEPKa
MGAIVIHHOCTH MIOAIIIOHEHHI MEATY KOMITSHOTEPGMH 1 VX SaILHTS € NloMoLw(o MRaTaKena [P Sec.

Bpanamaysp Windows & pexvme nossiernos besonackocti (loKanbretii komnsiotep)

~

- oIEE

Leiicremna

Bpanamaysp Window...
& WMmnopruposats nonu..
&) 3kenopt nonauTHKA...
BOCCTHOBHTE NOAMTA...
Awarnoctuka / Boccra..,
Bua »
QBHoeuTs

Ceoiictea

HOB

Crpaexa

[IpokpyTuTe mnaHenb B IeHTpe no0 mnpaBuia OOmwmit goctyn K Qaitiam u

npuHTepaMm. lllenkHuTe MpaBuiIO NMpaBol KHONKOM MbIIIM U BbiOepuTe «CBOMCTBa» U

BKJIIaAKY ((I[OHOJ'IHI/ITeJ'IBHO».

]

Daiin [leiicrene

= nE= 8

Bua Cnpaska

21 Mpaemna 4na exoaaLLun o,

% Mpaenna 4na noxogatuere |

8% Npasuna Besonackocu o,
> B Habnwoaerne

Vima

@ 06umi gocryn k daiina

Boipesats
@ 06umi gocryn k daiina Konuposars
@ 06uwit gocryn K daiina

N Vaanurs
@ 06umi goctyn ¢ nowol
(@ Ocwosi cereii - IPHTTP Cooficraa
(@ Ocrosel cereii —IPvE (s

Cnpaerka

@ Ocrosel ceteii — RA (8%

OrkniounTs npasuno

Tpynna

OBWwmiA gocTyn K daitnam u..

e

By

OMOLLE...

(@ Ocroewr cereii - Teredo (axoaawumii Tpag...
(@ Ocrose! ceteii — 3asepiuehme mHoroaa...
() Ocrosel ceteii — sanpoc mapipyTa (Bx...
(@ Ocrosel ceteii — 3anpoc mHoroagpecHo...
(@ Ocrosel ceteii — 3anpoc noncka cocege...
() Ocrosbl ceTeii — HasHaveH e HEAOCTIK...
(@ Ocrosel ceTeii — HasHauenne HeaOCTIK. .
@Ocnuﬁbl CETER — 0BBABNEHNE NONCKA Cu
() Ocrosel ceTeii - oTUET MHOroBAPECHOMD ...
(@ Ocrose! ceteii — oTuer MHoroagpecHor...
() Ocrosel ceteii — ownBKa napameTpa (8.
(@ Ocropel cereii — npeseienne Bpenen...
(@ Ocrosel ceteii — npotokon DHCP (Dyna...
() Ocrosel ceteii — npotakon DHCP (Dyna...
(@ Ocwoei cereii — npotokon IGMP (sxopg...

(@ Ocrose! ceteii — canLukom BonbLLOi p...
< <

Ocnose ceteit
Ocrose ceteit
OcHoBbI CETER
Ocrose ceteit
Ocrose ceteit
OcHoBbI CETER
Ocrose ceteit
Qcrossl ceTei
OcHoBbI CETER
Ocrose ceteit
OcHoBbI CETER
OcHoBbI CETER
Ocrose ceteit
OcHoBbI CETER
OcHoBel ceTeit
Ocrose ceteit

baiinan w...
baiinan u...
baiinan u...
baiinan w...

Bpanamaysp Windows B pexumMe NoBbilleHHOH BezonacHocTv

Mpoguns

HacTHeIi

Obuii
Obuwii
Yscrrsiii
Jemen
Bee

BrnwoueHo

Her

Her
la
la
Her
la
la
da
la
da
da
la
da
da
la
da
Ja
la
da
la
la
da
la
la
da

~

OripeiTe okHa ceoiicTs BeIGpaHHoro oBbeKTa,

Deiiciens

MpaBuna ans BXOAALL.. &
W Cospats npaswno...

¥ ®unstposate no npod... b
¥ ®unstposate no coct.. b
¥ ®uneTposats no rpynne b
Bua »
0BHoEUTS

3IxcnopTHpesaTe cANC. .

|- Jrl )

Cnpaeka

OBwuii goctyn K Gai.. «
#  Omciowmts npasuac

& Boipesars

L Konnposars
K Yaanwme
[E] Ceoicraa

Cnpaeka
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Ha Bxmagke «/lomomHuTensHO» OTOOpaxkaroTcss TPODHUIN, HCIOIb3yeEMbIC

kommbiorepoM. Hlenkaute «Hactpouts» B pazaene « Tunsl uaTepdEiicoBy.

OBwme | Mporpanmet 1 cyxbis! | ¥ naneHHEIE KOMMBKTEREI I MNpoTokons v NopTe!
Odnacte | OononHuTensHo | NMokaneHee cyfberTel I YaaneHHeIs NoNes0EaTEMM

[Mpoanin
kl' YicauTe npodiiny, K KoTopsIM NPUMEHAETCA 3TO MPEBWNO.

=" [] Domen
YacTHei
[] NyBnmuHeni

TNl MHTEpDEACOE
YiaxuTe THNbI MHTEPRERCOE, K
KOTOPEIM MPMMEHMMO OHHOE k
np3agvno.

Otixon yznoe

= 4 Ofixon y=noB NOSEONAST KOMNEKTEDY NPMHUMETE
HEZEMPOLWEHHEIE EXOIALLME NAKEeTs!, KOTOPLIE NEPEETCA
YEPE3 TEKWE NOrpaHWYHGIS YCTPOACTES, Kak BpaHaMEYSD
WK M3pLIPYTWSAToP C NpeoGpasoBaHUeEM CETEBLE
appecos (NAT).

[laHHoe Npaenno NDUMEHMMO K NOLKMIOYSHIAM Ha

CNEAyoLLVE TNEX MHTepdeica:

BrokupoBaTe 06xod y3noB Y]
| £ = (®) Bce Nl wHTepdeiica

3anpeTMTE NPUNOAEHUAM NONYYaTe HESANPaWWBAEMEIA & T o E
Tpaduk w3 MHTEpHeTa uepes NorpaHuuHoE YCTPORCTEO
NAT.

[] MNokansHan cets
[ ¥aanenHsit gocTyn
[] BecriposogHoi

| | OmveHa | | MpUMEHATE | \%_‘ Iml

Otkpoetrcsi okHO «Hactpoiika TumoB wuHTepdeiicoBy. 3mech 0TOOpax)arTCs
MOJKTIOYCHHUS, HACTPOCHHBIE Uil KommbloTepa. OcrtaBbTe (Gaaxok «Bce Tumbl

unrepderico» u Haxxmute OK.

[enxaute Bimaaky «IIporpamMmmer u cyx0b1». B pazmene «CimyxObD» MICTKHUTE

«ITapameTpsni».
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O6nacte | [ononHuTensHo | NokansHbiE cyGbekThl I YaaneHHsIe NoNbS0BaTeNM |
Mporpammel v cnyxte! | ¥ OaneHHeEIe KoMNEoTEpE! I MNpoTorkons: v NopTEl | HFMMEH;‘T" 370 NPEBAN0 CRELILMM oﬁpasnm.
TEoemors @) pUMEHATS KO BCEM MpOrpaMMan W cryxBiam
@ ®) Boe NporpamMmMbl, 0TEEYSHOLME YKESEHHBIM YCNOBMAM TPHMEHATE TONSKO K CykBam
31a nporpamma: TpuMeHAT: K cryxBe:
O6zop...
= MR Kpamkoe uMa A
MlaieTs! npunoxk e £ BranchCache PeerDitSve
S YRawiTe NaKeThl MpMNoKEHWA, K
—f;!é;_ KOTOPbIM MPMMEHAETCA 3T0 NPABKN0 TEETETEL %DHCP'K-”“EHT Dhep
it DNS-cnmenr Dnscache
CruycBion % KimRm gna koopawHaTopa pacnipeeneHHen pansa... KmRm
s WYicanmTe cryxGbl, K KOTOpEIM % Microsoft Keyboard Fitter MEK&YbOEI‘dH?te(
_‘,,!fc} MPYMEHAETCA 3TO NPaBKNo. * ﬁ” P‘ng and Play F'IugF'\ay
.k Qualty Windows Audio Vidso Experience QWAVE
e
-%-,SMP ICKOBLD MpocTpaHCTE (MaikpocodT) smphost
4 Suerfetch SvsMain v
TpumeHATE K cnyxfie co CNEQyoWIM KpETKM MeHeM [pumep: evertiog):

| OK | | OTmena | | MpumerTs | OK

OTtkpoetcst okHO «HacTtpoiika mapamMeTpoB CIIyKObD».
Haxmure «OT™MeHa», 94TOOBI 3aKpbITh OKHO «HacTpoiika mapameTpoB CIry:kO».

[Ilenkuute BKIaaKy «IIpOTOKONBI U TOPTHDY.

| O6nacte I JenonHuTensHo I TNokaneHse cySbekTs I ¥paneHHble NoNLSoBATENM
| OBwme | Mporpammer u cnyx6ei | Waanenrsie komnbtoTeps: | MpoTokons! u nopTs:

MpUMEHATE STO NPABUNG K CNEMYHOLIAM MO AKNIYEHUAM No npoTokony ICMP:

MpoTokank: 1 NopTe! Bee mane: ICMP

s TWN MpoTOKONa: ICMPw4

Homep npoTokona

OnpepeneHHeie Tunel ICMP

[] MakeT cnmwkom senix

[[] O6sext HasHauerna HeaocTyneH
TNMoKansH NopT: Bce nopTel [] MoHikeHme ckopocT MCTOUHMKOM
[[] NepenanpaenTs

Bxo-sanpoc

[ RA (Router Advertisement)

¥ naneHHsIR NopT: Bce nopTe! [] Zanpec mapwpyTa

[[] Mpessiwero spers

[] OwwmBka napametpa

[[] Zanpoc omveTki EpereHi

MapameTpel npoTokana ICMP: [ 2anpoc mackw agpeca

Tun ICMP:

Tun: " Dofaeute

| | OmeHa | | MppmeHTe |

B paznene napamerpoB npotokona ICMP naxmute kHonky HacTtpoiika.
Otkpoercs okHo Hacrpoiika mapamerpos ICMP. Ilpu pa3zpenieHun 3x0-3arpocos
IIOJIB30BATENM B CETH CMOTYT OTIPABJISITH 3X0-3aIIPOCHl HA KOMIIBIOTEP AJIA

OTIPEICJICHUS €ro MPUCYTCTBUS B CETH. 3aKPOMTE BCce OTKPhIThIC okHa Ha [TK-1.
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5.91eKTpOHHBII JTIOKYMEHTOO0O0pOT u obecricueHue 0e30macHOCTH

CTaHAapTHBIMU cpeacTBamu windows : ydueOHoe mocobue / JL.M. EBmokumona, B.B.

Kopsbkun, A.H. IIsmbkun, O.I'. IIBeukoBa. — M. : KYPC, 2017. — 296 c. — Pexum
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